MYHHUIIMITAJIBHOE bIO/UKETHOE OBLHIIEOBPA3OBATEJIBHOE YUYPEXJIEHUE
«KOKTEBEJILCKAS IIKOJIA UM.N.H. BEPE3HIOKA I'®EQIOCUHA
PECIIYBJIMKH KPbIM
ITPHKA3

o7 77 20, N A5

006 yTBepKIeHHH HHCTPYKI{HiA
TI0 3aIATE NEPCOHANBHBIX JAHHBIX

Bo ucnonaenve ®enepansaoro 3akona Poccuiickoit ®enepamuu ot 27.07.2006 1. Ne 149-
®3 «O0 wmHdopmanmH, HHQOPMAIMOHHBIX TEXHONOTHSIX H O 3ammre HHOOPMALHNY,
@epepanbroro 3akona Nel52-®3 or 27.07.2006 r. «O mepCoHANBHBIX AAHHBIX» H IPOYHX
HOPMATHUBHBIX JOKYMEHTOB II0 3allUTe UH(POPMAIWH,a TaKKe C IHeIbi0 O0ecledeHus
OesonacHoOCTH NEpcoHaIbHBIX AaHHbIX B MBOY Koxkrebensckas mxona um. M. U. Bepesnioka,

[TPUKA3LIBAIO:

1. VYreepauts u BBecTH B neiictBEe MHCTPYKUMIO MONB30BATENI MH(MOPMAHOHHEIX
cacreM mepcoHaNbHBIX JaHHBIX MbBOY Kokrebenbckas mxoma wm.M.M. Bepesnioka
(IIpunoxenue 1 k Hacrosemy [Ipukasy).

2. VTBepauTh H BBECTH B JeiicTBHe VIHCTPYKIMIO IO MapOIbHOM 3amuTe HHMOPMAIHI
B MBOY Koxrebensckas mxona uM. .U, bepesnioka (TIpunoxenne 2 x Hacrosimiemy [Tpukasy).

3. VriBepmute m BBecTH B JelictBre WHCTPYKIMIO NO OPraHH3ALMM AHTHBHPYCHON
samuThl uHpopmanuu B MBOVY Kokrebenbsckas mxona uM.J1.W. Bepesnioka (ITpunoxenue 3 kK
HacTosmemy Ilpukasy).

4. YTBepouTh W BBeCTH B JeicTBHE VHCTPYKIHIO 110 OPraHU3aluy pe3epBHPOBAHUS K
BOCCTaHOBJIEHHUS PaO0TOCIOCOOHOCTH TEXHUYECKHUX CPEACTB U IPOrPaMMHOr0 obecmeuenns, 6a3
HNaHHBIX W CPEICTB 3allHTHl HHQOPMANWH B WH(GOPMAIMOHHBIX CHCTEMAaX I[I€PCOHAIBHBIX
nauabix MBOY Koxkrebensckas mxona uM.M.U. Bepesmioka (IIpunoxenwe 4 K Hacrosiemy
[Mpuxka3zy).

‘5. VrBepmuth U BBeCTH B HeiicTBHE Ilopsiok o6pamieHns cO CHEMHBIME MALIMHHBIMH
HOCHUTEIISIMA MEPCOHANBHBIX JaHHEIX B MBOY Kokrebensckas mxona uM.M.M. Bepesnioka
(Ipunoxenue 5 x Hacrosiemy [lpukasy).

6. TpeGopaHusi HACTOSINETO NpUKa3a JOBECTH [0 pPabOTHHKOB, OCYIICCTBISIOMIHX
00paboTKy NEepCOHANBHBIX NaHHBIX B WH(MOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX B
MBOY Koxkrebensckas mkona uM.ML.U. bepesnioka.

7. KouTpons 3a ucnioHeRneM HacTosmiero [Ipukasa 0CTaBILIO 32 COBOI.

0O.C. Ataera




MYHUIHUITAJIBHOE BIO/KETHOE OBIIEOBPA3OBATEJIbHOE YYPEKJAEHUE
«KOKTEBEJIbBCKAS IIKOJIA UM.U.U. BEPE3HIOKA I''PEOJ1O0OCHUUN
PECITYBJIMKHU KPBIM

[TPUKA3

OO0 yTBep:kI1eHMH HHCTPYKIM I
0 3aIIHTE MePCOHATBHBIX JAHHBIX

Bo ucnonnenue ®enepansuoro 3akona Poccuiickoit ®eneparuu ot 27.07.2006 r. No 149-
@3 «O6 wunbopManyuy, WHPOPMALMOHHBIX TEXHOJOTHAX H O 3aluTe HHOOpMAINy,
@enepanbHoro 3akoHa Nel52-®3 ot 27.07.2006 r. «O mnepcoHalbHBIX JaHHBIX» WU MPOYUX
HOPMATHUBHBIX JIOKYMEHTOB IO 3ammTe HWHQOpMaluu,a TaKkKe C M[elIblo oOecredeHus
6e3omacHoCTH nepcoHanbHbIX JaHHBIX B MBOY KokTebenbsckas mkona um.M.1. bepesntoka,

[TPUKA3BIBAIO:

I. VYrBepmuth u BBecTH B geiicTBHE VIHCTPYKIMIO TOJIB30BATENsS MH(POPMALMOHHBIX
cucteM nepcoHanbHBIX JaHHbIX MBOVY Kokrebenbckas mkona wum.M.U. bepesnioka
(ITpunoxenue 1 k Hactosmemy Ipukazy).

2. YTBEpAUTH U BBECTH B JeicTBUE MHCTPYKIHMIO 10 MAPOIBHON 3amuTe HHPOpMAIHK
B MBOY Kokre6enbckas mkona uM.M.1. bepesntoka (IIpunoxenue 2 k Hactosiemy [Ipukasy).

3. VTBepmuTh M BBECTH B JelCTBUE VIHCTPYKIHMIO MO OPraHW3allid aHTUBUPYCHOU
3anmThl nHpopmarmu B MBOY KokteGenbckas mxkona um.JMI.U. bepesntoka (IIpunoxkenue 3 k
Hacrosiiemy [Ipukasy).

4. VYTBepmuTh U BBECTH B AeiicTBrE VHCTPYKIMIO M0 OPraHU3alMU PE3EPBUPOBAHUS U
BOCCTaHOBJICHUSI PaOOTOCTIOCOOHOCTH TEXHHUECKUX CPEJICTB U MPOTrpaMMHOTO obecrieueHus, 0a3
JAHHBIX W CPEJCTB 3alIUThl MHPOPMALKMU B HH(MOPMAIIMOHHBIX CHCTEMaX IE€PCOHAIBHBIX
naaabix MBOY Koxkre6enbckas mkoma uMm.M.U. bepesntoka (Ilpunokenue 4 x HacTosmemy
[Tpukaszy).

5. VrtBepmuth u BBecTH B AeiicTBre [Topamok 0OpaleHns cO CheMHBIMH MAIIMHHBIMH
HOCHUTENSIMU TepcoHanbHbIX JaHHbIX B MBOVY Kokrebenbckas mkona um.M.U. bepesnioka
(ITpunoxxenue 5 k HactosmemMy [Ipukasy).

6. TpeOoBaHMS HACTOSAIIETO MNPHKA3a MOBECTU 1O PAOOTHUKOB, OCYHIECTBIISFOIIMX
00paboTKy MEPCOHAIBHBIX JAAHHBIX B MH(POPMALMOHHBIX CHCTEMax IMEPCOHAJIbHBIX JAaHHBIX B
MBOY Kokrebenbcekas mkona uM. .M. bepesnroka.

7. KoHTpoub 3a HCTIOTHEHHEM HacTosIero [Iprkasa ocTasiisio 3a CoOOil.

Hupexrop O.C. Artaesa



[Tpunoxenue 1 k mpukazy
or _01.11.2024__r. Ne _250_

HHCTPYKIMUA
M0JIb30BaTe/ 1 HHGOPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX TAHHBIX
MBOY Kokrebeabckas mkosaa um.U.U. bepe3nioka

1. Tepmunbl n onpeaereHUs

1.1. ABTOMaTu3upoBaHHOE paboyee MECTO — MPOrpaMMHO-TEXHHYECKHH KOMIUIEKC,
IIpeIHa3HAYEHHBIN JJ11 aBTOMATU3alUH JESTEIbHOCTH OIIPEIEIIEHHOIO BUAA.

1.2. AHTHBHMpYCHAs 3allMTa — 3aliuTa MHPOPMALUU U KOMIIOHEHTOB MH(POPMALMOHHOM
CHCTEMBI OT BPEJOHOCHBIX KOMIIBIOTEPHBIX IpPOrpamMM (BUPYCOB) (OOHAapyXeHHE BPEIOHOCHBIX
KOMIIBIOTEPHBIX MPOrpaMM (BUPYCOB), OJIOKUPOBAHHE, U30IUPOBAHUE «3aPAKEHHBIX» O00BEKTOB,
yJaJIeHUuE BPEJOHOCHBIX KOMIIBIOTEPHBIX NMPOrpPaMM (BUPYCOB) U3 «3apa’K€HHBIX» OOBEKTOB).

1.3. UndopmanroHHas cucTeMa NepcoOHaNbHbIX JAHHBIX — COBOKYITHOCTb COJIEPKAILUXCS
B 0a3ax JaHHBIX NEPCOHAJBHBIX JAHHBIX U O00ecleunBaIOUIMX UX 00pab0TKy MH(OPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB.

1.4. O6paboTka TEpCOHANBHBIX JAHHBIX — JII000e¢ JelicTBHE (omeparus) WId
COBOKYNHOCTb  JIeHCTBMM  (omepainuii), COBEpIIaeMbIX C  HCHOJb30BAHHUEM  CPEICTB
aBTOMATH3AIMK WU 0€3 MCIOJIB30BAHUS TAKHX CPENICTB C MEPCOHAIBHBIMU JTaHHBIMH, BKITIOYAS
cOop, 3anuCh, CUCTEMATHU3AINIO, HAKOTUICHUE, XpaHCHHE, YyTOUHeHHE (OOHOBIICHUE, U3MECHEHUE),
U3BJICYEHHE, UCIOJIb30BaHUE, Iepenady (pacupocTpaHEHHEe, MPEJOCTaBIeHHE, JOCTYII),
o0e3nuuuBaHue, 0OJIOKUPOBaHUE, YAJIEHNE, YHUUTOKEHHE ITEPCOHATbHBIX JTaHHBIX.

1.5. KonpunennuanbHocTh MHPOPMALUU — 00S3aTENbHOE Ui BBINOJHEHUS JIUIIOM,
MOJYYMBIIUM JIOCTYN K OINpeAereHHOM HH(opMaluy, TpeOoBaHHE HE IepelaBaTh TaKylo
uH(OpMaIHIO TPETHUM JIHIaM Oe3 coriacus ee o0anaTens.

1.6. IlepconanbHble TaHHBIE— TH00as HH(POPMAIHS, OTHOCSIIASCS K MPSAMO UIH KOCBEHHO
OTpeIeIEHHOMY WJIN oTpesiensieMoMy (GU3HuecKoMy JHIY (CyObEeKTY NEPCOHANIbHBIX JAHHBIX ).

1.7. Ilonp3oBaTenb MHPOPMAIMOHHON CHUCTEMBI MEPCOHAIBHBIX JIAHHBIX — pPAaOOTHUK,
OCYLIECTBISIONIMNA  00pabOTKY MEpPCOHAIBHBIX JaHHBIX B HMH(OPMAIMOHHOM CHCTEME
MEPCOHANIBHBIX TAaHHBIX.

1.8. CpencTtBO aHTUBHPYCHOM 3alllUThl — MPOTPaMMHOE CPEICTBO, PpEATU3YIOIIEe
GyHKIIMU OOHApY>KEHUSI KOMIBIOTEPHBIX MpOrpamMM JUO0 MHOM KOMIbIOTEpHOW MH(popMaluy,
MpeIHa3HAYEHHBIX JJI1 HECAaHKIMOHUPOBAHHOTO YHUUYTOKEHHUS, OJIOKHUPOBAHUS, MOAU(PHUKAIIH,
KOMMPOBAaHUSA KOMIIBIOTEPHON HH(OpManMM WIM  HEUTpajdu3alud  CPEeACTB  3allUThl
nH(popMalnH, a TAKKE pearupoBaHusl Ha OOHapyKEHHE ITUX IPOrpaMM U UHPOPMAaIIUH.

1.9. CpenctBo 3amuThl HMHGOpMAMM — NPOrpaMMHOE oOecreueHue, MPOrpaMMHO-
ammapatHoe — o0ecliedeHue, anmapaTHoe  oOecleyeHHWe, BELIeCTBO  WJIM  Marepua,
npeJHa3sHaAuYeHHOE MITH UCTIOIb3yeMOe IS 3aIUThl HH(POPMALIUH.

2. OOmme 1moJioKeHUs
2.1. Hacrosmas WHCTpykuus mosib3oBaTenss MHMOPMAIIMOHHBIX CHUCTEM IEPCOHAIBHBIX
nanabix MBOY Kokrebenbckas mkona uM.JM.U. bepesnioka (nanee — MHCTpyKuus) onpenensier
0053aHHOCTH, IIPaBa U OTBETCTBEHHOCTh pAOOTHUKOB IpU paboTe B HH(OPMAIIMOHHBIX CUCTEMaX
MepCOHANBHBIX TaHHBIX (nanee — UCIIdH).



2.2. TpeGoBanusi HacTosmed WHCTPYKIIMH SBISIOTCA O00s3aTEeIbHBIMH IS BCEX
PabOTHHUKOB, OCYIIECTBIISIIONIUX 00paOOTKY U 3alIUTY MEPCOHANBHBIX JaHHBIX (nanee — [1/1H) B
UCTIdn — nonp3oBareneit UCIT/Ix (nanee — Ilonb3oBaTenn).

2.3. K zamumiaemoit uapopmaiuu, oopadareiBaemoit B UCITJJln MBOY Koktebenbckas
mkona wuM.JMI.M. bepesnoka (mamee — VYupexnenue), otHocatca [IJIH, cmyxeOHas
(TexHomornyeckasi) MHGOpPMAIUsl CUCTEMBI 3alIUTBHl U JApyras WH(OpPMALUS OTPAHUYCHHOTO
JOCTyTA.

2.4. Bce mnomnp3oBatenn WCIIJIH VYupexneHuss MOKHBI OBITh O3HAKOMJICHBI C
TpeboBaHusAIMU HacTosuler MHCTpYKIMK MO/ TOAIHUCH.

2.5. Hacrosmas WHCTpyKUHsS SBISETCS JTOMOJHEHUEM K JCHCTBYIOIIUM JIOKAJIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHUM JIOKYMEHTaM) IO BOIpocaMm obOecreueHus 0e30MacHOCTU
CBeJCHMI KOH(DUICHIMATBLHOTO XapakTepa, B ToM uuciae u I[I/lH, W He wHCKIIOYaeT
00513aTeITLHOTO BBITIOJIHEHUS UX TPEOOBAHMIA.

3. Jlomyck moJib3oBaTesieil K HHGOPMAIHOHHBIM CHCTEMaM MePCOHAJIbHBIX JAHHBIX

3.1. Homyck nonbs3oBateneit k padote ¢ [1In B UCII[IH ocymiecTBiisieTcsi B COOTBETCTBUU
¢ «Ilepeunem nomxnocrerr pabotuukoB ['bOY 1O PK «IJHOT», momymeHHsix Kk 00paboTke
MEPCOHAIIBHBIX TAHHBIX.

3.2. K camocrosTenbHONH paboTe Ha aBTOMATU3MPOBAaHHBIX paboumx Mmecrax (manee —
APM), Bxoasmmx B coctaB UCIIJIH, nomyckaroTcs nuna, U3yduBIINEe TpeOOBaHMs HACTOSAIICH
WNHCcTpyKUMU U TOKaTbHBIX HOPMATUBHBIX aKTOB MO 3aluTe WH(GOpMaIlMK, OCBOUBILIKE MpaBUia
skcruryaTaiuu APM U TeXHUYECKUX CPENICTB 3alIHTHI.

3.3. Jlomyck mnpou3BOAMTCS TOCiAE€ MPOBEpPKH 3HaHUSA Hacrosmed WHeTrpykuuu u
MPAaKTUYECKUX HaBBIKOB B padoOTe.

4. OO0A3aHHOCTH MMOJIH30BATEIA

4.1. Kaxneni Ilonp3oBaTens UMEOMMH  JOCTYIl K  alllapaTHBIM  CPEICTBaM,
nporpaMMHoMy oOecniedeHnto U AaHHbIM MCIIJIH, HeceT mepcoHanbHYI0 OTBETCTBEHHOCTH 3a
CBOM JICHCTBUS U 00s13aH:

4.1.1. Ctporo cobmogaTh YCTaHOBJIEHHBIE IpaBWja oOecreyeHus Oe30MacHOCTH
uHopMaluu Ipu padboTe ¢ MPOrpaMMHBIMU U TeXHU4YeckuMu cpeactamu UCII/IH.

4.1.2. 3HaTh ¥ CTPOrO BBINOJHATH MpaBWwia pabOTBl CO CPEACTBAMHU  3alllUThI
uHpopmanuu, ycraHosineHHbIMH B UCIT/H.

4.1.3. BblmonHATh TpeOOBaHUS [0 AHTHUBUPYCHOM 3allluTe B 4YacTH, Kacarollencs
nevicreuil Ilonp3oBartesnei.

4.1.4. HememieHHO CTaBUTh B HW3BECTHOCTh OTBETCTBEHHOrO 3a oOecreueHue
6e3omacunoctu [1/1a B UCIIAn unu anmunuctparopa UCI/Ix:

—  IIpHU NOJ03PEHUU KOMIIPOMETALMH JUIHOTO MAPOJIS;

—  HECAaHKIIMOHHWPOBAHHBIX (IIPOM3BEIEHHBIX C HAPYIICHUEM YCTAaHOBJIECHHOIO MOPSIIKA)
M3MEHEHUH B KOHQUTYpalluy MPOrpaMMHBIX WK annapatHbix cpeacts UCIH;

— OTKJIOHEHMH B HOpPMaJbHON paboTe CHCTEMHBIX M MPUKIAJHBIX MPOrPaMMHBIX
CPEACTB, 3aTpyaHstomux skcryaranuio UCIH;

—  HEKOPPEKTHOro (QyHKIIMOHUPOBAHUS YCTAHOBJIECHHBIX CPEJCTB 3aIIUTHI;

—  oOHapy)XeHUs HENpPeIyCMOTPEHHBIX OTBOJOB Kabenel 1 MOoAKIIIOYeHHBIX YCTPOICTB;

— oOHapyxeHHUs: (DaKTOB, MOMBITOK HECAHKIIMOHUPOBAHHOTO JOCTYNA U CIy4aeB
HapyILICHUs YCTaHOBICHHOTO Mopsaka oopadotku I1/1H.



4.1.5. DxpaH BUJCOMOHHUTOpA B IMOMEIIEHUH pacIioyiarath BO BpeMs paObOTHl Tak, YTOOBI
UCKJIIOYaJlaCh BO3MOXHOCTh O3HAaKOMJIGHHS C OToOpakaeMoil Ha HHX uHboOpmanuen
IIOCTOPOHHUMH JIMLAMU.

4.2. Tlonw3oBarensm UCIT/In 3anpemiaercs:

— oTkiIoyaTh (OJOKMpOBaTh) CpeACTBA 3alUThl HWH(OPMALUU, NPETyCMOTPEHHBIE
OpraHU3aIMOHHO-pacnopsAauTeIbHBIMU TokyMeHTamMu Ha UCTTH;

— TNpPOU3BOAMTH KAaKHE-TUOO HM3MEHEHHUs B DJICKTPHUUECKUX CXEMaX, MOHTaXe H
pa3MeILEeHUH TEXHUYECKUX CPEJICTB;

— CaMOCTOATEIbHO  YCTaHAaBIMBAaTh, THUPAXKHUPOBATh, WIU  MOAUDUIHUPOBATH
MIPOrpaMMHOE o0ecrnieueHue, W3MEHSATH YCTaHOBJICHHBIN AITOPUTM
(GYHKIIMOHUPOBAHUS TEXHHYECKUX M IPOTPAMMHEBIX CPEJICTB;

— o6OpabateiBate B UCII[IH wuHpOpManui0 # BBHIIONHITH Apyrue paboOThl, HE
npeaycMoTpeHHble nepeudem npas [lons3oBatens no gocryny k UCII/IH;

— cooOmarh (UIM mepeAaBaTh) MOCTOPOHHUM JIMIIAM JIMYHBIE aTpUOYThl U Mapod
nocryna k pecypcam UCII/Ix;

— paborats B UCII/IH npu oOHApYyKEHUN KaKUX-TMOO0 HEUCIIPABHOCTEH;

—  OCTaBJIATH BKIIOUEHHBIM 0e3 nmpucmorpa APM, He aKTUBU3UPOBAB CPECTBA 3aLTUTHI
OT HECAHKLIIMOHUPOBAHHOIO JIOCTYIIA;

—  YMBIIUIEHHO MCHOJb30BaTh HEJOKYMEHTUPOBAHHBIE CBOMCTBA M OIIMOKU B
MPOrpaMMHOM O0€CIIeYeHUH UM B HACTPOMKAX CPEACTB 3alUThI, KOTOPbIE MOTYT
MPUBECTHU K 03HAKOMJICHHIO C 3aIlluIaeMoil HHpopMaIieil MoCTOPOHHUX JIUIL;

— TPOU3BOAMTH IMEpPEMEILIEHUs] TeXHU4Yeckux cpencts APM 06e3 cornacoBaHusi c
OTBETCTBEHHBIM 3a oOecnieuenue 6e3omacHoctu [1/]n B UCITH;

—  BCKpPBIBATh KOPIYyCa TEXHUUYECKUX cpeAcTB APM M BHOCUTH M3MEHEHUSI B CXEMY U
KOHCTPYKLUIO YCTPOMCTB.

S. Opranu3zanusi padoThl CO CbeMHbIMH MAIIMHHBIMU HOCHTEJISIMH MH(OPMaLIMH

5.1.  Opranuzanus paboThl CO CheMHBIMU MAITUHHBIMUA HOCUTENAMU UH(OpMAIIHH (J1anee
— CMHHN), copepxamue IIJ[H u wuHyto wuHbopManMi0 KOHPHIESHIMAIBHOIO XapakTepa,
ocymiecTBisieTcsi B cooTBeTcTBUU ¢ «llopsiakom oOpaieHus €O ChbEMHBIMH MAIIMHHBIMU
Hocurensimu uHpopmanuu B MBOY Koxtebenbckas mxona um.M.U. bepesnioka

5.2. Tlonwp3oBarenu 00si3aHbI 3HATh M COOJOJIATh YCTAHOBJICHHBIE TPEOOBAHUS MO YUETY
n xpaneanro CMHU.

5.3. CMHMU nomxHbI OBITH 3aperucTpupoBanbl B «JKypHalle yuyeTa CheMHBIX MAITUHHBIX
HOCHUTENeH HHPOPMALTHI.

5.4. CMHMU 3akpemsercss 3a ONpeNeNEeHHBIM JIMIIOM, HECYIIUM OTBETCTBEHHOCTh 3a
COXPAaHHOCTh U MeCTOHaxoxaeHne nansoro CMHU.

5.5. Tlpu nHeobxomumoctu mepenaun nHpopmanuu Ha CMHU, nuio oTBEeTCTBEHHOE 3a
XpaHEHHE YBEIOMJISIET OTBETCTBEHHOro 3a obecmedenue Oe3omacHoctu [IJ][m B UCII[IH o
HeoOXxoaumocTH Tepenaun uHpopmanuu ¢ nomombio CMHU, nocraBmsier CMHU mo mecty
Ha3HAaYeHUs, IepeaeT NHPOPMAIUIO C HETO U BO3BpAIIAET €r0 Ha MECTO XPAHECHHUS.

5.6. Xpaneane CMHMU ocymectBisercs:

— s uiem-kKapT, cMapT-KapT, KOMITAKT JUCKOB U JIp.) B 3aIMIICHHBIX ceridax;
— s CMHU, Bxopsmux B coctaB UCII/IH, mpou3BoauTCS ONe4YaThiBaHUE KOpIlyca
APM.



5.7. Ilonp30BaTensM 3amperaeTcs:

— 3anuceiBath U XpaHuTh [1/1H 1 unyo uHGOpMaUio KOHPHUIESHIINATHLHOTO XapaKTepa
Ha HeyuTeHHbIx CMHU;

— ocraBiaate CMHU Ge3 mpucMoTpa, nepeaaBath UX JIPYIHMM JIUIAM U BBIHOCUTH 3a
IIpe/ieibl KOHTPOJIMPYEMOM 30HBI, 32 UCKIHOYEHUEM CIIy4aeB, B KOTOPBIX pa3penieHa
nepepaua CMHU;

— xpaauth CMHUW BOMM3M CHIBHBIX HMCTOYHHUKOB JJICKTPOMArHUTHBIX HW3JTy4YCHUH M
MPSIMBIX COJTHEYHBIX JIy4eH;

— xpanuth Ha yuyreHHeIXx CMHU nporpammsl U 1aHHBIE, HE OTHOCSIIUECS K pabodei
nH(OpMaIIIH.

6. Opranuszanus NapoJbHON 3aIUTHI

6.1. Opranusanys nNapoabHON 3aIUTBI IPOU3BOAUTCA B COOTBETCTBUM ¢ «MHCTpyKImein
1o mapoipHoi 3amute naHpopmaruu B MBOY Kokrebennckas mkona um. .U, bepe3niokay

6.2. Jluna, ucronb3yrouue naposu, 00sS3aHbl:

—  XPaHWTH B TallHE CBOU MapOjb

— YeTKO 3HaTh M CTPOTO BBINOJHATH TPeOOBaHUS HacTosmeld VHCTpyKIMH U APYTHX
PYKOBOZSAIINX JOKYMEHTOB;

—  CBOEBPEMEHHO c00O0IIaTh OTBETCTBEHHOMY 3a obecmneuenue Oe3omacHoctu I1/lH B
NCIIIH 060 Bcex HEITaTHbIX CUTYalUsX, HAPYIIEHUAX pabOThl CUCTEM 3aIUTHI OT
HECaHKIIMOHUPOBAHHOTO AOCTYIA, BO3HUKAIOIIUX MPH paboTe C MaposIMH.

6.3. Bo Bpems BBoja maposeil HE0OXO0AMMO HCKIIOUHUTHh BO3MOXKHOCTH €0 NMPOCMOTpa
MIOCTOPOHHUMM JIUIIaMHU (YE€JIOBEK 3a CIIMHOM, HaOJI0AeHNE YEIOBEKOM 3a IBH)KEHUEM IaJIbIIEB B
OpsIMOl BUAMMOCTH MJIM OTPAKEHHOM CBETE) MM TEXHUYECKUMH CPEJCTBAMU (BUICOKAMEPHI,
(doToanmnapatsl U ap.)

6.4. [lns npenoTBpallleHusl JOCTYyIa K NMEPCOHAIbHBIM JaHHbBIM, I10JIb30BaTENb BO BpEMs
nepepeiBa B paboTe 0053aH OCYLIECTBUTh OJIOKHPOBAHHME CHUCTEMBbl Ha)KaTHEM KOMOMHALIUU
Ctrl+Alt+Delete u kHONIKM «bI0KHPOBaTH» WM HaxaTHeM KoMOuHauu Win+L.

6.5. biuokuposanue ceanca nocryna nosns3osatens B UCIIJIH ocymecTBisercs nocue 15
MHUHYT ero 6e3/1eiCcTBHs (HEaKTUBHOCTH).

6.6. B cimydae yrepu mapois pabOTHMK CTaBUT B  HU3BECTHOCTh  CBOETO
HEMOCPEACTBEHHOIO PYKOBOAMTENS M OTBETCTBEHHOTo 3a oOecnedeHue Oe3omacHocTH [IJH B
NCITAH nus npuHATHA MOCIETYOIUX PEIIECHUN.

6.7. B ciydae koMIrpoMeTauu naposis (IpocMoTp MOCTOPOHHKUMH, pas3rilallieHnue Mapos
U JIp.) HEOOXOAMMO M3BECTUTH CBOETO HEMOCPEICTBEHHOIO PYKOBOJIUTENSI U OTBETCTBEHHOTO 32
obecnieyenue 6ezonacuoctu [1/{n B UCII[IH a5 NpUHSTHS TOCIEAYIOUINX PElIeHUH.

7. IlpaBuia paGoThl B ceTsIX 00111ero A0cTyna u (WJIM) MeKIyHAPOIHOT0 00MeHa

7.1. Pabora B cersix obuiero nocrymna u Ha 3nementax UCII/IH, nommkHa 0CyIecTBIATHCS
UCKJIFOUUTENIBHO B CIIY’KEOHBIX LIEIIAX.
7.2. Tlpu pabote B ceTAX OOIIETO TOCTYIA 3anpeniacTcs:
—  OCYIIECTBJIATH PabOTy MPH OTKIIOUEHHBIX CPEACTBAX 3AIUTHI;
— TepemaBaTh IO CETAM OOMIEro JocTyma 3amuiiaeMyr uHopmaiuioo  0e3
UCIIOJIb30BAaHUS CPENICTB MU POBAHMS;



— 3ampemaercs CKauMBaTh M3 ceTu MHTepHeT mporpammHOe oOecriedeHue M Ipyrue
(ailsibl, €cii 3TO HE OIPEAETICHO €ro JOKHOCTHBIMU 0053aHHOCTSIMY;
—  3ampelaercs MOCelleHUe U UCII0Ib30BaHNe ceTU VIHTepHeT B JIMYHBIX LEJIsX.

8. HOpﬂ)IOK YCTaHOBKH 00HOBJICHMIT MporpaMMHoOro odecreueHust

8.1. VYcraHoBKE KpYIHBIX OOHOBJIEHHUH TMPOrPAaMMHOTO  OOECICUCHUs]  JOJIKHO
IPEJIIECTBOBaTh  TECTUPOBaHHWE HMH(OPMAIMOHHONW HMHQPACTPYKTyphl Ha  OTCYTCTBHE
HEraTUBHBIX BO3/IEHCTBUI OT yCTaHABIMBAEMBIX OOHOBJICHUH.

8.2. B cnydae oOHapyXeHHs HEraTMBHOI'O BO3JIEHCTBHS yCTaHABIMBAEMOIO OOHOBJIECHHUS
Ha ITaTHOE (DYHKIMOHHpPOBaHWE WH(POPMAIMOHHON HHQPPACTPYKTYphI, JaHHOE OOHOBIICHHE
yCTaHAaBJIMBAThHCS HE JIOJKHO IO corjlacoBanuio ¢ agmuauctparopom MCIIIH.

8.3. VYcTaHOBKe HOBBIX BEpCHIl IPOrpaMMHOIO OOECIEUEeHUsI WM BHECEHHIO CEphE3HBIX
U3MEHEHMH W  JIONOJHEHMH B  JeHcTByoIlee MpOrpaMMHOE oOecreueHue  JI0JKHO
MPEIIECTBOBATh  TECTHpOBaHWE HH(OpPMAnMOHHOW HMH(PACTPYKTyphl Ha  OTCYTCTBHUE
HETaTHUBHBIX BO3/ICHCTBUI YKa3aHHOTO MPOTPAaMMHOTO 00eCTieueHHsI.

8.4. VYcraHoBKa MPOTECTUPOBAHHBIX OOHOBJIEHWH, HOBBIX BEPCHIl MPOrpaMMHOIO
oOecriedeHrsT WM BHECEHHE W3MEHEHUH U JIONMOJHEHWH B JEHWCTBYIONIEE MPOTPaMMHOE
o0ecriedeHrne MOXeT OBITh TIPOU3BEIEHO TOJBKO IO COTIacoBaHmIO ¢ aaMuHuctparopom MCIT/Ixn
1 OTBETCTBEHHBIM 3a oOecneuenue 6e3omacHoctu [1/{n B UCITdH.

9. TexHosaorusi 00padoTKHU NEPCOHAIBbHBIX JAHHBIX

9.1. Ilpu nepBuunoMm ponycke k pabGore B HWCII/In [lonp3oBaTens 3HAKOMHUTCS C
TpeOOBaHUAMU PYKOBOJSIIINX, HOPMaTHUBHO-METOIUYECKUX U OpraHU3aIMOHHO-
pacnopsAMTENbHBIX JTOKYMEHTOB 10 BOIIPOCaM aBTOMAaTH3MPOBAHHOM 00pabOoTKM MH(pOpMaLUH,
n3ydyaer MHCTPYKIUIO, MOJIydyaeT MEpPCOHANbHBIM HIESHTU(PUKATOP WM JIMYHBIM Hapoib y
OTBETCTBEHHOTO 3a obecnieuenue 6e3omacuoctu [1/1n 8 UCITIH.

9.2. B npouecce pabotsl [Tonb3oBatens npousBoaut oopadotky [1/1n B UCIIH.

9.3. Ilpu HeoOxomumoctu BbIBOA II[IH n3 WCII[H ocymiecTBiasSeTCS ClENYIOIINM
oOpa3zom:

— xonupoBanueM [1/1x Ha yurennsie CMHU;
— mepemavya IIJ[H mo kaHamam  CBS3M € 00fA3aTeNbHBIM  NPUMEHEHHEM
KpUNTOrpaduyeckoi 3aIuThl.

10. Cpoxk peiicTBus M1 NOPSAIOK BHECEHHSI N3MEHEHUH

10.1. Hacrosmas UHCTpyKIKs BCTYAeT B CUITy C MOMEHTA €r0 YTBEPKACHUS U IEUCTBYET
OeccpouHo.

10.2. Hacrosimas MHCTpyKIUs MOJIEKUT MEPECMOTPY HE PEKE OJHOTO pasza B TPH roja.

10.3. M3MeHeHMs M JOMOJHEHUs B HACTOSIIYI0 WHCTPYKIHIO BHOCSTCS MPUKA30M
Jupexropa YupexieHus.



[Ipunoxenue 2 k npukaszy
or _01.11.2024 r. Ne _250_

HNHCTPYKIMUA
110 APOJILHOM 3a1uTe HHGOPMaLUH
B MBOY Kokrebeabckas mkoJia
um.U.U. Bepe3nioka

1. TepMHHbI U onpeaeJIeHus

1.1. ABTOMaTu3upoBaHHOE pabodyee MECTO — MPOrpaMMHO-TEXHHYECKHH KOMIUIEKC,
IIpeHa3HAYEHHBIN JJI11 aBTOMAaTU3aL1U JIEATEIbHOCTH OIIPEIEICHHOIO BUA.

1.2. UndopmanoHHas cucTeMa NepCOHANbHBIX JAHHBIX — COBOKYITHOCTD COJIEPKAIIUXCS
B 0a3ax JaHHBIX NEPCOHAIBHBIX JAHHBIX U 00ecleunBaIOLUINX UX 00pab0TKy HH(OPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB.

1.3. O6paboTka TEpCOHANBHBIX JAaHHBIX — J000e JelcTBHe (omeparusi) WId
COBOKYIIHOCTb ~ J€MCTBHI  (omepaiuii), COBEpIIAEMBIX C  HCIOJIb30BAaHHUEM  CPEJICTB
aBTOMATH3AIMU WU 0€3 MCIOJIB30BAHUS TAKHX CPENICTB C MEPCOHAIBHBIMU JTaHHBIMH, BKITIOYAS
cOop, 3aluch, CUCTEMATU3ALIMIO, HAKOIIJIEHNE, XpaHEeHue, yToUyHeHue (0OHOBIICHHE, H3MEHEHHE),
U3BJICUEHHUE, MCIIOJIb30BaHME, Iepenady (pacnpocTpaHeHue, NpPeOoCTaBlIeHHE, JIOCTYII),
o0e3nMunBaHue, OJOKUPOBAaHUE, yAJIEHUE, YHUUTO)KEHUE TEPCOHANIBHBIX TaHHbIX.

1.4. KonpunenuanbHOCTh MHPOPMALUU — 00S3aTENbHOE Ul BBIIOJHEHUS JIMIIOM,
MOJIYUYMBIIUM JIOCTYI K OIpeIeleHHONM HH(opmanuu, TpeOOBaHHWE HE NepeaaBaTh TaKYIO
nH(pOpMaLIMIO TPETHUM JIHIaM 0e3 coriacus ee o0aanaTens.

1.5. [lepconanbHble AaHHble — J00as HMH(OpMAIMs, OTHOCAMIAACA K MOPIMO WIH
KOCBEHHO OIPEJEeIEHHOMY WM OIpesiesieMoMy (pU3UUYECKOMY JHUILY (CYOBEKTy MepCOHAIbHBIX
JTAHHBIX ).

1.6. Ilonp3oBaTenb MHPOPMAIMOHHON CHUCTEMBI MEPCOHAIBHBIX NAaHHBIX — PAOOTHUK,
OCYIIECTBISIONMI 00pabOTKYy MEepCOHANBHBIX JaHHBIX B HH(OPMALMOHHOM CHCTEME
MEPCOHANBHBIX TaHHBIX.

1.7. CpenctBo 3aummThl HMHOpMaMM — MpPOrpaMMHOE OOecledeHHe, MPOrpaMMHO-
anmapaTHoe  oOecreyeHue, anmapatHoe oOecredeHue, BEIIECTBO  WJIM  MaTepua,
npeJHa3sHaAuYeHHOE MITH UCTIOIb3yeMOe IS 3aIUThl HH(POPMAIIUH.

2. OOuue moJIoKeHus

2.1. Hacrosmas WHcTpykiuss 1o maponbHOM 3amute wuHpopmarmuun B MBOY
Koxkrebenbckas mxkona um.M.U. bepe3nioka (ganee — MHCTpykius) ycTaHaBIMBaeT TpeOOBAaHUS
U OTBETCTBEHHOCTH IMPH OpPraHMU3AIMK NapOJIbHON 3aluThl MH(QOPMAILIMH, a TaK)Ke OINpenesseT
MOPAIOK KOHTPOJSL 3a JEHCTBUSMH TOJb3oBaTeneil u  oOCIyXHBAIOUIEro IepcoHaia
MH(OPMALIMOHHBIX CUCTEM NepcoHaNbHBIX AaHHbIX (Hanee — UCIIJIH) npu pabote ¢ mapossiMu.

2.2. TpeGoBanusi Hactosmer MHCTpYKIMU SBIAIOTCS OO0S3aTENbHBIMU JUISL MCTIOJHEHUS
BceMH noJb3oBaresiMu U aamunauctpatopamu MCIT/In MBOY Kokre6enbckas mkona um. M. 1.
bepesnioka (manee — YupexaeHue), HWCIOIB3YIONMIMMU B CBOeH paboTe cpencTsa
BBIYHCIIUTEIIEHON TEXHUKU.

2.3. Bce nonb3oBarenu u agMmuHuctpatopsl MCII[H YupexneHus, MCHoab3ylOlME B
cBOeH paboTe CpeAcTBa BBIYMCIUTEIBHOM TEXHHUKH, JOJDKHBI OBITh O3HAKOMJICHBI C
TpeOoBaHUSAMU HacTosIeH NHCTPYKIIUU TIOJT TIOITUCH.

2.4. Hacrosmas WHCTpyKiust sBiIsIeTCS JOMOJHEHUEM K JEUCTBYIOIIMM JIOKAIbHBIM
HOPMATHUBHBIM aKkTaM (BHYTPEHHUM JOKYMEHTaM) 0 BOIpocaM oOecredeHus: 0e30macHOCTH



CBEeIEHUI KOH(MIEHIMANIBHOTO XapaKTepa, B TOM YHCIE M MEPCOHAIBHBIX JAHHBIX (Janee —
[11H), 1 He UCKIIOYaeT 0053aTeIbHOIO BBITOJHEHHS UX TPEOOBAHUM.

3. TpeOoBanusi, npeabsiBisieMble K HIeHTH(PUKATOPAM (KOAAM) U NAPOJIAM (MOPAIOK
¢popMupoBanusi u oOpameHus1 ¢ HUMH)

3.1. Asropusamuss  nons3oBarenedt  MCII[H  ocymectBisiercs  myreM  BBOJa
UACHTU(PUKATOPA U/WIIN TTAPOJISL.
3.2. TpeboBanus k popMHPOBAHUIO MAPOJICH U OOPAIIICHUIO C HUMH.

3.2.1. Ilaponp ¢opMupyeTcss TMpU CO3JAHUHM YUYETHOW 3alMUCH  OTBETCTBEHHBIM
obecnieuenue 6e3onacuoctu [11n B UCII/In nnu anmunuctparopom MCIL/IH, npu nepBUYHOM
BXOJI€ B YYETHYIO 3alHCh MAPOJIb JOJDKEH ObITh U3MEHEH BIIAJICNIbLIEM.

3.2.2. Bnanenblibl TMUHBIX MapoJiel 00s13aHbl 00ECIIEUUTh UX TalHY.

3.2.3. Tlaponu reHepUpYIOTCS C YU€TOM CIEAYIOUUX TPeOOBaHUI:

—  TapoJib JOJKEH 3HATh TOJIBKO €ro BIaJIenell;

—  JIJIMHA MapoJisl AOJKHA ObITh HE MEHEE 8 CUMBOJIOB;

— B mapoiie 00s3aTeabHO JOKHBI MPUCYTCTBOBATh Kak IMUGPHI, TaKk U OYKBBI Ha
BEPXHEM U HIDKHEM PETUCTPax;

— [apoib HE JOJDKEH BKIIOYATh CMBICIOBYIO Harpys3ky (WMeHa, (amuimy,
HAaVMEHOBAHMS OpraHW3alWi, YJWI, TOPOJOB H T.1.), OOIICTIPHHATHIC
cokpamenus (userOl, password02 u T.m.) U TOCIEIOBATEIbHBIE COYCTAHHMS
KJIaBHII KinaBuatypsl (qwertyOl, Niyken12);

—  MaKCUMAaJIbHBIN CPOK JIeHCTBUS mapoiisa coctapiseT 120 qHeit;

—  MHUHHUMAJBHBIA CPOK JEHCTBHS MapOJsi COCTABISAET 2 HS;

— KOJHMYECTBO HEYJAuHBIX TIOMBITOK BXOJa B CHUCTEMY, TPHUBOIANIEE K
OJIOKMPOBKE YUE€THOU 3alMCH MOJIB30BATENs JOJKHO OBITh HE Ooitee 6.

3.24. TpeboBanuss K GOPMHPOBAHUIO TMAPOJIEH O0OECTIEUNBAIOTCS TEXHUUYECKUMU
BO3MOXXHOCTSIMU HCTIOJIB3YEMbIX OMNEPAlMOHHBIX CHCTEM, CPEACTB 3allUThl MHQOpPMAIMHU U
MH(OPMAIIMOHHBIX PECYPCOB.

3.2.5. Tlonmnas TUTaHOBas CMEHA TApoJield TMOJb30BaTeNeil JODKHA MPOBOAUTHCS
peryisipHO, HE peXe OJHOro pasza B MoJroja. BHemiaHoBas cMeHa Mapojs MPOU3BOIUTCS B
CiIydae ero KOMIIPOMETAITNH, a TaKXkKe 1o mpockbe monp3oBarens UCITIH.

3.2.6. Xpanenue nonw3zoBatesnsMu WCII/IH 3HaueHuii cBoux mapoisieil Ha OyMa)KHOM
Hocurene 3ATIPEILIEHO.

3.2.77. Ilonp30oBarenb HE HMMEET MpaBa COOOUIUTH JIMYHBIM Haposib APYrUM JIMLaM
(pa3pemaercss TOJIBKO C COTJIACOBaHMS OTBETCTBEHHOIO 3a obecreueHue Oe30MacHOCTH WU
anmunauctparopa MCII/IH npu Hanuuuyd TEXHOJIOTHYECKOW HEOOXOIMMOCTH HCIIOJIb30BAHUS
UMEH W TMapojedl paboOTHHUKOB B WX OTCYTCTBHE B CIy4yae BO3HHKHOBEHHSI HEIITAaTOHBIX
cuTyauui, Gopc-MaxKOpHBIX 00cTOsTENLCTB U T.11. [10 Bo3pamieHnio pabOTHUKN 00s3aHBI Cpasy
K€ CMEHUTBH CBOM MApOJIM HA HOBBIE 3HAUEHUS COTJIACHO JTaHHOW MHCTpyKIMHM).

3.3. Tlopsimox cMeHbI mapojiel U uAeHTU(OUKATOPOB MPU U3MEHEHUSX B OpPTraHU3aIl[MOHHO-
MITAaTHOW CTPYKTYpe (KaJIpOBBIC MIEPECTAHOBKH, YBOJIbHEHNE PAOOTHUKOB):

3.3.1. Ilpu npekpaieHun ASHUCTBUS TPYIOBOTO JOTOBOpa ¢ paOOTHUKOM BCE CO3JJaHHBIC
JUTsL ATOTO PabOTHHKA yYeTHBIE 3amucH (TI0JIb30BATEILCKOE UMS) TOJIeKAT OJJIOKUPOBAHUIO HE
Mo3/IHEe, 4YeM B JIeHb YyBOJIbHEHHs palOoTHuka. [lomHoe ypajgeHHWe YYeTHBIX 3arucei
MPOU3BOJUTCS B TEUEHUHM S5 pabouux AHEH cO JHS yBOJbHEHUS paboTHUKA. OCHOBaHUEM IS



ONOKMPOBAHUS U TIOCJIEAYIOIIETO YNAJCHUs YYETHBIX 3amuceil paOOTHUKA SIBJSETCS 3asBKa,
IIPEJICTaBICHHAs HENOCPEICTBEHHBIM PYKOBOIUTEIEM YBOJIBHAEMOIO HE IIO3[HEE, 4eM 3a 3
pabouux JHs O AHS €r0 YBOJbHEHHUS.

33.2. Ilpu mpoBenEeHMHM  OPraHU3ALMOHHO-LITATHBIX  MEPOIPHUATHH  (KaIpOBbIE
[IEPECTAHOBKN) HENOCPEACTBEHHBI PYKOBOJUTENIb CTPYKTYPHOIO MOApa3eleHuss o00s3aH
npencraButh aaMuauctparopy MUCII/IH 3a8BKy Ha ©3MEHEHUE B IpaBax J0CTyIa.

3.4. Tlopsaok neiCTBHIA IPU KOMIIPOMETALMU UICHTU(UKATOPOB U ITapOJICH.

3.4.1. Ilon xommpomeTanued MOHMMAETCA: yTpaTa [apoJid y4eTHOW 3amucu U (WJn)
napoJis uaeHTH(UKaTopa, pasrialieHue yYeTHOM 3alucy naposis WK Mapoist uACHTU(DUKATOPA
(sIBHAas KOMIIPOMETAlNA), WK UHAs CUTYyalus, KOTOpasi AaeT OCHOBAaHHUE AJIS MPEAION0KEHHS O
HapyleHUH KOHQHUAESHIIMAIBbHOCTH Naposiel 1 HIeHTU(UKATOPOB (HEABHAs KOMIIPOMETALINsA).

3.4.2. Ilpu BbissBAeHUHM (akTa yTpaThl NapoJs, pa3MIALIEHUs M[apoisl, [apoJIs
UICHTH(PUKATOPA, CAMOTO UICHTH(PHUKATOPA IOIH30BATENb 0053aH HE3aMEJIUTEIIFHO COOOITUTh
0 JaHHBIX (aKTax CBOEMY HEMOCPEICTBEHHOMY PYKOBOJIUTENIO M OTBETCTBEHHOMY 3a
obecnieuenue 6ezonacuoctu [1/1n B UCIH nnu ammuaunctparopy UCIIH.

3.43. B cayyae BbIABIIEHUS (pakTa KOMIIPOMETALUU HUACHTU(PUKATOPOB M IMapojeit
nonb3oBarens agmuHuctparop MCIIIH mnm oTBEeTCTBEHHBIM 3a obecneueHue O€30MacHOCTH
[11a B UCIIQH 006s13aH HeMeJIeHHO 3a0J0KHPOBaTh YUETHYIO 3alKMCh JAHHOTO MOJIb30BaTeNs U
HE3aMeJUINTEIbHO IIPOU3BECTH BHEIUIAHOBYIO CMEHY NApOJIsl ISl 3TOTO MOJIb30BaTENS.

4. IIpaBa u 00sI3aHHOCTH

4.1. OcHosnble 3anaun anMuauctparopa UCII/In:
—  OpraHM3alus yCTaHOBKH CPEJICTB UACHTU(UKALMYU U ayTEeHTHU(PUKALIUHY;
—  opranuzaius napoiabHoi 3amuTsl Bo Bcex MCIIH;
—  BBbIJA4a MEPBUYHBIX MApOJIeH, U 3JIEKTPOHHBIX MEPCOHAIBHBIX HJIEHTU(UKATOPOB U
apoJiell K HAM;
— OCYILIECTBJIEHHE KOHTPOJISI 3a COCTOSSHUEM CHUCTEMBbl TMapOJIbHOM  3alllUThI
uHpopmanuu B UCI/IH.
4.2.  Anmunuctpatop UCII/In umeer npaso:
— BHOCHUTb INPEUIOKEHHS II0 COBEPIICHCTBOBAHUIO CHCTEMBI IAPOJBHOM 3alllUTBhI
uHpopmanuu B UCIH;
— TNpUHUMATh Yy4yacTHE€ B IUIAHUPOBAHWM MEPOIPHUATHI 1O NapoJbHOM 3aliuTe
uHpopmanuu B UCII[IHM niaaHUpOBaHUM OCHAILEHHS CPEeICTBAMM MICHTU(UKALUU
U ayTeHTU(UKALINH;
—  OCYILIECTBJSATh KOHTPOJb COCTOSIHUS CPEACTB MIACHTU(PUKAMHN U ayTeHTU(PHUKAIUHU B
NCTIH;
—  MHUIMHPOBATH CIy>KE€OHbIE IPOBEPKHU M YUaCTBOBAThH B MIPOBEICHUH PACCIIEIOBAHHM
1o (hakTaM KOMITPOMETALNY;
— OKas3plBaTh IOMOUIb B PELIEHUH MNpoOJIeM, BO3ZHUKAIOIIMX MPH IKCILTyaTaluu
CPEICTB UACHTU(DUKAIINY U ayTeHTU(UKAIIH.
4.3. OO0s3aHHOCTH B YaCTH MapOJIHHOM 3alIUTHI MHPOPMAIIUK OTPAaKEHBI B MHCTPYKITUH
anmuHucrparopa UCIIJIH.
4.4. Tlonb3zosarensm MCII/IH B cBOeil paboTe 3anperaercs:
— coo0maTh KOMY-IMOO CBOH JHMYHBIA Maposib H/HMIU MApoJib K 3JIEKTPOHHOMY
NEPCOHATBHOMY HIEHTH(PHUKATODY;



— mepenaBaTh KOMY-JMOO BBIAAHHBIN 3JIEKTPOHHBIHN EPCOHAIBHBINA HICHTU(DHUKATOP;

— ocylecTBIATh BXoj B omnepanuonubie cucreMbl UCIIJIH u B undopmanmnoHHsie
pecypcehbl O 4y>KUMH UIECHTU(PUKATOPAMU U TAPOJISIMU;

—  OTKJIIOYATh CPEJCTBA UACHTU(DHUKAIMU U ayTCHTU(PHUKALINH.

4.5. B caywae mosiBICHUS TOAO3PEHMH Ha (PaKT KOMIPOMETAI[MHM Hapojisi, a TaKKe B
Cilydae BBISBJICHHUS WHIUISCHTOB ((paKTOB M T.I.), CBSI3aHHBIX CO cOOAMH B paboTe CpEICTB
UICHTU(PUKAIUN U ayTeHTU(UKALIMH, TT0JIb30BATEN 00513aHbI HEMEAJIEHHO MTPOUH(OPMUPOBATD
00 3TOM OTBEeTCTBEHHOTO 3a obecnieueHue OezonacHocT [1JIn B UCII/IH nnm agMuHMCTpaTopa
NCII#.

5. OTBeTCTBEHHOCTb J0/LKHOCTHBIX JIMIl B PAMKAX CHCTEMbI NAPOJIbHOM 3alIIUThI
uH(popMaUn

5.1. Tlonw3oBarenu, OTBETCTBEHHBIM 3a obOecneuenue OezonacHoctu [1/In B UCIIH u
aamuauctparop MCII[lH HecyT OTBETCTBEHHOCTh 3a HEHAJUIEKallee MCIOIHEHUE WM
HEUCIIOJTHEHUE CBOUX O0S3aHHOCTEH, MPeAyCMOTPEHHBIX HacTosel HcTpykiuel, B npeaenax,
OIpe/IeNIEHHBIX JEMCTBYIOIIUM 3aKOHOAATENLCTBOM Poccuiickoit @enepanuu. 3a HeECOOII0IeHIE
TpeboBaHuil 3akoHonmatenbcTBa Poccuiickoit denepanuu  mpeaycMOTpeHa TpaskIaHCKas,
yroJIOBHas!, /IMUHUCTPATUBHAS, AUCIUIUIMHAPHAS OTBETCTBEHHOCTb.

5.2. Tlonwp3oBatenu, OTBETCTBEHHBIM 3a obecrneuenue OezomacHoctu [IJIn B MCII/IH m
agmunuctpatop HWCII/IH HecyT OTBETCTBEHHOCTh MO JIEUCTBYIOLIEMY 3aKOHOAATEIbCTBY
Poccuiickoit deneparuu 3a pasriaiieHue CBeJeHUN KOH(PUACHIMATHHOTO XapaKkTepa, CTaBIINX
W3BECTHBIMHU TIPHU BBIMOJTHEHUU CIIYKEOHBIX OOS3aHHOCTEH, B TOM YHCJE MPETyCMOTPEHHBIX
Hactosuen MHCTpyKiuen.

6. Cpok nelicTBUS U NOPSIAOK BHECEHUS] U3MeHeHMit

6.1. Hacrosmas MHCTpyKIus BCTYNIAeT B CUIIy C MOMEHTA €€ YTBEP)KIEHUS U IEHCTBYET
0eccpodHO.

6.2. Hacrosmas MHCTpyKIUs MOJICKUT IEPECMOTPY HE PEXE OJHOTO pas3a B TPU rofa.

6.3. l3MeHeHus M JONOJHEHHA B HACTOAILYI0 MHCTpYyKIMIO BHOCSATCS IPHUKa30M
Jupekropa YupexKIeHus.



[Ipunoxenue3 k npukaszy
or _01.11.2024 r. Ne _250_
HHCTPYKIUSA
no anTuBupycHoii 3amure MbOY Kokrebeabckas mkona um.U.A. bepe3nioka

1. TepmuHbl U onpeeeHust

1.1. ABTOMaTU3upoBaHHOE paboyee MECTO — IPOrpaMMHO-TEXHMUYECKHH KOMILIEKC,
IpeJHa3sHauYeHHbIN U1 aBTOMATH3aLMH [ TeIbHOCTH ONPEIEIIEHHOrO BUAA.

1.2. AHTHBHMpYCHAs 3allMTa — 3aliuTa MHGOPMALUU U KOMIIOHEHTOB MH(POPMALUOHHOM
CHCTEMBI OT BPEIOHOCHBIX KOMIIBIOTEPHBIX MpOrpamMM (BUPYCOB) (OOHApYyX eHHE BPEIOHOCHBIX
KOMIIBIOTEPHBIX MPOrpaMM (BHPYCOB), OJIOKHPOBAHHE, U30JIUPOBAHUE «3aPAXKEHHBIX» 00BEKTOB,
yZaJeHUuE BPEJOHOCHBIX KOMIIBIOTEPHBIX IPOrpaMM (BUPYCOB) U3 «3apPA’KEHHBIX» 0OBEKTOB).

1.3. UndopmanroHHas cucTeMa NepcoOHaNbHbIX JAHHBIX — COBOKYITHOCTb COJIEP KaIUXCs
B 0a3ax JaHHBIX NEPCOHAJBHBIX JAHHBIX U 00ecleunBaIOLUINX UX 00pab0TKy MH(OPMAIIMOHHBIX
TEXHOJIOTUI U TEXHUUYECKUX CPECTB.

1.4. O6paboTka TEPCOHAIBHBIX JAHHBIX — JI000e JelcTBHE (omeparusi) WId
COBOKYIIHOCTb  J€MCTBHI  (omepamuii), COBEpIIAEMBIX C  HCIOJIb30BAaHUEM  CPENICTB
aBTOMATH3AIMU WU 0€3 MCIOJIB30BAHUS TAKHX CPENICTB C MEPCOHAIBHBIMU JTaHHBIMH, BKITIOYAS
cOop, 3aIuch, CUCTEMATU3ALIMIO, HAKOIIJICHUE, XpaHEeHUe, yTOUHeHrne (0OHOBJIEHNE, U3MEHEHNUE),
U3BJICUEHHUE, MCIIOJIb30BaHME, Iepenady (pacnpocTpaHeHue, NpPeOoCTaBlIeHHE, JIOCTYII),
o0e3nMunBaHue, OJOKUPOBAaHUE, yAIEHUE, YHUUTO)KEHUE TEPCOHANIBHBIX TaHHbIX.

1.5. KonpunenmanbHocTh MHPOpMALUU — 00S3aTeNbHOE Ui BBIIOJHEHUS JIUIIOM,
MOJIYUYMBIIUM JIOCTYI K ONpeJeleHHON uHpopmanuy, TpeOoBaHHWE HE IepeaBaTh TaKYIO
nH(pOpMaLIMIO TPETHUM JHIaM 0e3 coriacus ee o0aanaTens.

1.6. IlepconanpHbple AaHHble — m00as MH(OpManMs, OTHOCSIIAACA K NPSIMO WU
KOCBEHHO OIIPENIEJICHHOMY WJIU OlpejensieMoMy (u3nuecKoMy JHIY (CyObEeKTY MepCcOHaIbHbBIX
JTAHHBIX ).

1.7. Ilonp3oBaTenb MHPOPMAIMOHHON CHUCTEMBI MEPCOHAIBHBIX JIAHHBIX — pPaOOTHUK,
OCYIIECTBISIONMI 00paOOTKYy MEpCOHAJIbHBIX JaHHBIX B HWH(POPMAIMOHHON cHCTEME
MEPCOHANBHBIX TaHHBIX.

1.8. CpeACTBO aHTHMBHUPYCHOM 3allUThl — NPOTPAMMHOE CPEICTBO, PpPEATU3YIOIIEe
(GyHKIMN OOHAPYKEHUs KOMITBIOTEPHBIX MPOrpamMM JMO0 MHOH KOMIBIOTEpHON HHGMOpMAaIuH,
IpeJHa3sHAuYeHHBIX I HECAHKIIMOHUPOBAHHOIO YHUYTOXKEHUS, OJIOKHPOBAHUS, MOIU(DUKAIIH,
KOIMPOBAHUS  KOMIIBIOTEpHOW MH(MOpMAIMM WJIM  HEHTpalu3aluu  CPEICTB  3allUThI
uHpOpMaINK, a TAaK)Ke pearupoBaHus Ha OOHApY)KEHUE STUX MPOTrpaMM U MH(OpMaIUH.

1.9. CpenctBo 3aumThl HMHOpMaMM — MpPOrpaMMHOE oOOecredeHne, MpPOorpaMMHO-
anmapaTtHoe  oOecrieyeHue, anmapaTHoe  oOecnedyeHue, BEIIeCTBO WM MaTepuall,
MpeIHa3HauYe€HHOE WM UCIIOJIb3yeMOe JUTsl 3allUThl HHPOPMAaIIIH.

2. OOume moJIoKeHns

2.1. Hacrosmas MacTpykuus mo antuBupycHoi 3amute MBOY Koxkrebenbckas mkosa
uM.M.U. bepesHioka (nanee — MHCTpyKIMs) perylIupyeT BOIPOChl OpraHU3alluyd aHTUBUPYCHOMN
3alIUTHI U TPEOOBAHUS K MOPSAIKY POBEICHUS AHTUBUPYCHOTO KOHTPOJISL.



2.2. WHCTpyKIUS yCTaHABIUBAeT TPEOOBAHHUS M OTBETCTBEHHOCTh MPH OpraHU3alUU
3amuThl  MHQOpPMAaNMM OT Ppa3pylIAIOLIEro BO3JACHCTBUS BPEIOHOCHBIX MPOrpaMM  —
KOMITBIOTEPHBIX BUPYCOB.

2.3. TpeboBanusi HacTosimel MHCTPYKIIMK SBISIOTCS OOSI3aTEIILHBIMU ISl UCIIOJIHCHUS
Bcemu pabotHukamu MBOY Kokrebenbckas mkona wm.M.M. bepesnioka (mamee -—
YupexIeHus ), KCIIONb3YIOIIUMH B CBOSH paboTe CpecTBa BRIYUCIUTEIPHON TEXHUKH.

2.4. Bce paboTHUKHM YUpeXJEHUS, HUCIOJB3YIOUIUE aHTUBUPYCHBIE CPEICTBA, JOKHBI
OBITH O3HAKOMJICHBI C TpeOOBaHMSIMU HacTosIIeld HCTpyKIIMeH 10T IO ITUCH.

2.5. Hacrosmas WHCTpyKIMS SBISICTCS JTOMOJHEHHUEM K JIEWCTBYIOIIUM JIOKAJIbHBIM
HOPMATUBHBIM aKTaM (BHYTPEHHUM JIOKYMEHTaM) IO BOIpocaM oOecreueHus 0e30MacHOCTH
CBEICHUI KOH(HICHIIMAIBHOTO XapaKTepa, B TOM YHWCJIC M TMEPCOHANBHBIX JTaHHBIX (lanee —
[1/11), 1 He UCKITIOYaeT 0053aTEIHHOTO BHITIOTHEHHS UX TPEOOBAHU.

3. TpeOoBaHusi K aAHTUBMPYCHBIM CpeJACTBaM

3.1. B VupexnaeHuu K MNPUMEHEHHUIO JOMYCKAIOTCS JHUIEH3UOHHBIE AaHTHUBUPYCHBIC
mporpaMMHble W (WIHM) MPOrpaMMHO-aNmapaTHble CpEACTBa (AaHTUBHUPYCHBIE CpPEICTBA),
3aKyIJICHHBIE Y Pa3padOTuMKa YKa3aHHBIX CPEJICTB WIIH €r0 O(QHUIHAIBHBIX UIEPOB.

3.2. AHTHBUpPYCHBIE CpPEICTBA JOJDKHBI (DYHKIHOHHPOBATh B TEUCHHE BCETO BpPEMEHU
paboThI CPEJCTB BBIYUCIUTEIHHON TEXHUKH (OT MOMEHTA 3arpy3KH ONEPAMOHHONW CHCTEMBI 10
MOMEHTA €€ BBITPY3KH).

3.3.  AHTHBUPYCHOE CPEJCTBO HE JOHKHO CYIIECTBEHHO 3aTPYIHATH PabOTOCTIOCOOHOCTH
CPEICTB BBIYUCIUTENHbHON TEXHUKH HHPOPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX TaHHBIX (fanee —
NCTIn).

4. IIpaBa u 00s13aHHOCTH

4.1. AHTUBUPYCHOM 3alllUTe MOJUIEKUT BCs, oOpabaTbiBaeMasi B YUpEeXJIEHUU IIpU
MIOMOIIM CPEJCTB BBIYMCIUTEIBHONM TEXHUKH, WHPOpMalLUs, HE3aBUCHUMO OT OTpaHUYEHUI
JIOCTyTa K HEM.

4.2. @ailnpl, MOMeENIaeMble B 3JIEKTPOHHBIM apXUB JOJDKHBI B 00s3aT€IbHOM MOPSIKE
MPOXO/IUTH AHTUBUPYCHBIH KOHTPOITb.

4.3. VYcranaBauBaeMoe (M3MEHIEMOE) TMPOTPAMMHOE OOECTICUCHHE JIOJDKHO OBITh
MIpeIBAPUTENILHO MPOBEPEHO HA OTCYTCTBUE BUPYCOB.

4.4. B UCIIx 3anpemaercst yCTaHOBKA IIPOrpaMMHOTO OO€CIeueHHs, He CBA3aHHOIO C
BBIMOJIHEHUEM  (YHKUUH, NPEeAyCMOTPEHHBIX TEXHOJIOIMYECKHMM IpOLEecCOM 00pabOTKH
MH(pOPMAIHH.

4.5. CompoBoxJeHue (peryispHoe OOHOBJIEHHE, aHTUBUPYCHBIH KOHTpPOJIb, BBISBICHHE
(hakToOB 3apayKeHUsI U MPOBEACHUE CIYKEOHBIX pacciieZIOBaHU) MpaBUil aHTUBUPYCHON 3aIUThI
BO3JIaraloTCs Ha OTBETCTBEHHOTO 3a obOecrieuenne 6ezonacHoctu [1/1n B UCIT/IH.

4.6. OcHOBHBIC 33J1a4¥ OTBETCTBEHHOTO 3a obecneuenne 6ezonacuoctu [1/1n B UCIIIH:

— Oprasuzanus nporecca yCTaHOBKM aHTUBUPYCHBIX cpeAacTB B UCIT/IH;

— CONPOBOXJIEHUE AHTUBUPYCHBIX CpeACTB (OOHOBIICHHE, AaHTUBUPYCHBIM KOHTPOJb,
COIIPOBOKJCHUE JCMCTBUI TIOJb30BaTENed B Cilydasx OOHApY>KEHHs BHPYCOB,
obecrieueHne paboTOCIIOCOOHOCTH aHTUBUPYCHBIX CPEJICTB);

— KOHTPOJIb COCTOSHHSI CHCTEMbl AaHTUBUPYCHOM  3alIUThl MHPOpPMALUU B
YupexneHuu.



4.7.

OtBercTBeHHBI 3a oOccrmeuenne Oe3omacuoctr [I[ln B MCII[JH HeceT

OTBCTCTBCHHOCTbH 3a.

4.9.

3a CBOEBPEMEHHYIO YCTAaHOBKY aHTUBUPYCHBIX CPEJICTB;

3a IKCIUTyaTaluio (aHTUBUPYCHBIM KOHTPOJIb, pabOTOCIIOCOOHOCTh AHTHBHPYCHBIX
CPEICTB, CONPOBOXKICHUE JEHCTBUI IMOJIb30BAaTENCH B Cilydasx OOHApyKEHUS
BHUPYCOB) CUCTEMbI aHTUBUPYCHOM 3aIIUTHI HH()OPMALINH;

3a CBOCBPEMEHHOE OOHOBJICHHE JIMIICH3MI HA aHTUBUPYCHBIE CPEJICTBA;

3a CBOEBpEMEHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3.

OTtBercTBeHHBIH 3a oO0ecnieuenne 6ezonacHoctu [1/In B UCII{n nmeer npaBo:
BHOCHUTB TPEJIOKEHUSI IO COBEPIICHCTBOBAHUIO CUCTEMbl aHTUBUPYCHOW 3alllUThI
uHpOpMalUY;

MPUHUMATh YYacTHUE B IJIAHUPOBAHUU MEPOIPHUATUNA 10 aHTUBUPYCHOW 3aIlUTE
uH(GOpPMAIIMHU U TUITAHUPOBAHUY OCHAIIICHHUSI AHTUBUPYCHBIMH CPEJICTBAMHU;
OCYIIECTBIISATh KOHTPOJIb COCTOSIHUS CPEJICTB aHTUBUPYCHOM 3aIUThI HH(OpPMAIUHU B
Yupexnenuu;

WHULIMUPOBATH CIYKEOHBIE MPOBEPKU U YIaCTBOBATh B IPOBEICHHUH PACCIICIOBAHUI
o pakram 3apaxenus supycamu MCII/IH 1 cpecTB BEIYUCIUTEIHLHON TEXHUKH,
OKa3bIBaTh IMOMOIIL B PEHICHUU NPOOJIEM, BO3HHKAIOIIMX MPH SKCILUIyaTalluu
CPE/ICTB AaHTUBUPYCHOM 3aIlIUTHI.

[Tosb30BaTenh AaHTUBHPYCHOTO CPEACTBA — JIUIO, HA pabodyeM MeCTe KOTOpPOTO

NMPUMCHACTCA aHTUBHUPYCHOC CPCACTBO.

4.10.

5.1.

[Tonb30BaTensiM aHTUBUPYCHBIX CPEACTB 3aMPEIIACTC:

MEHSTh HACTPOWKM WM OTKIIOYaTh CPEJCTBA AHTUBUPYCHOW 3alllUTHI BO BpPEMS
paboTshl;

UCIIOJIb30BaTh CPEJICTBA AHTUBHUPYCHOW 3alMTHI, OTIMYHBIC OT YCTAHOBJICHHBIX
CpEJCTB;

0e3 paspeleHus OTBETCTBEHHOTO 3a obecreuenue OezomacHoctu [IJIn B UCIIdH
KOMUPOBATh JIOObIE (hailibl HA ChbeMHbIe HOCUTENU MH(GOpPMAIlUU, YCTaHABIUBATH U
UCIIONIB30BaTh JII000€ MpOorpaMMHOE oOOecmedeHue, He IMpelHa3HauYeHHOe IS
BBITIOJIHEHHUSI CITY>)KEOHBIX 3a71a4.

5. Tlopsinok M nNepuoOAMYHOCTH OOHOBJIECHHS AHTUBUPYCHBIX 0a3

CBoeBpemMeHHOE OOHOBIEHHE ©0a3 JaHHBIX CpPEJCTB AHTUBHUPYCHOM  3allUThI

uHbOpMalUK  SBISETCS HEOThEMJIEMOH dacThio obOecriedeHUsT S(PGEKTUBHON IMOJUTHKH
AHTUBHUPYCHOH 3aIIUTHI HHPOPMALIUH.

5.2

VYcraHoBke OOHOBIIEHUH JOKHO mpeamectBoBaTh TectupoBanue HCII[AH Ha

OTCYTCTBHUC HCTATHUBHBIX BO3JCHCTBUN OT BHOBb YCTaHABJIMBACMBbIX OOHOBJICHUH.

5.3.

YcTaHOBKE HOBBIX BCpCI/Iﬁ nporpaMMHOTIO oOecrieueHns] UM BHECCHUIO U3MEHEHMI

U JOIOJHECHUH B I[CﬁCTByIOH.[@C MporpaMmMHOC obecrneucHue AOJDKHO IMPEAIICCTBOBATH

tectupoBanue MCII/IH Ha oTCcyTCTBME HETaTHMBHBIX BO3JCHCTBHI yKa3aHHOTO MPOTrPaMMHOIO

oOecrieucHus.

54.

[TeproaraHOCTH OOHOBJICHHS AHTUBUPYCHBIX 0a3:

oOHOBIIeHHE aHTUBUPYCHBIX 0a3 st Bcex MCII/IH, mmeromux MOAKIIOYEHUE K
CeTsAM OOILIEro MOJIb30BAHUA M CETAM MEXIYHApPOIHOr0 HH(POPMAIMOHHOTO OOMEHa,
JOJDKHO OBITh €XKeIHEBHBIM. VICTOUHMK OOHOBJIIEHUS — cepBep pa3paboTumKa



AHTUBUPYCHOI'O CpE/CTBa,

§115(0]0)

COOCTBEHHBI  LIEHTPATM30BAHHBIN

CEeTEBON

UCTOYHUK OOHOBIICHUH, NoOJyyarouuii oOHOBIEHHS C cepBepa pa3paboTurka

AHTUBUPYCHOI'O CpEACTBA.

— oOHoByieHre aHTHUBUPYCHBIX 0a3 s MCIIJIH, He uMEIOmUX MOAKIIOYCHUE K CETAM
00IIero TOJIb30BaHUS M CETSIM MEKIYHApOAHOTO HH(POPMAIMOHHOTO OOMEHa,
0OHOBIIEHHE JOJDKHO OBITh HE MEeHee | pasza B Hemento. VIcTOUHHMKOM OOHOBJICHUS B

JaHHOM CJIy4dac ABJIAKOTCA aHTUBHPYCHBLIC 633]:1, 3alMMCAHHBIC Ha MNPCABAPHUTCIBHO

YUYTCHHBIH B yCTAaHOBJICHHOM IMOPSIKE CheMHbII MAaIIMHHBINA HOCUTEIb HHPOPMALIUH.

6. Ilopsinok M MepUOAMYHOCTH NMPOBEAEHUSI AHTUBHPYCHOT0 KOHTPOJISI

6.1. OObekTamMu aHTUBUPYCHOTO KOHTPOJIS SIBJISIOTCS:

— JKECTKHME MarHUTHbIE JUCKU pabouux ctaHuuil u cepsepon MCIT/H;

— CCTCBLIC XpaHUJINIIA (CI/ICTGMBI XPaHCHUA ,Z[aHHBIX);

— OIncpaTuBHaA U CUCTCMHAs MaMATb CPEACTB BBEIYHCIIMTEIbHOMN TCXHUKH,

— CBCMHBIC MAallIMHHBIC HOCUTCIIN I/IH(I)OpMaI_II/II/I;

—  BXOJSIIMH U UCXOASIIMN KOHTEHT (BeO-Tpaduk);

- q)aﬁﬂbl, noJiydaeMbI€ W IIEpCAaBaCMbIC HYEPEC3 CCTU 061]161"0 IIOJIB30BaHHUA H
MCKAYHAPOAHOT'O I/IH(i)OpMaI_[I/IOHHOFO O6MCH8.;

— IIOYTOBBIC COO6H.[€HI/I$I BHGKTpOHHOﬁ ITIOYTHI.

6.2.

AHTHBHPYCHBIH KOHTPOJIb BXOJIIEH WHPOPMALUU CO CBEMHBIX MAIIMHHBIX

HocuTenel MH(popMalMi HEOOXOIUMO MPOBOJMTH A0 IEpeHoca HH(POPMALMU Ha >KECTKHM
MarHuTHBIA JAUCK palOoueil craHIMM WM ceTeBod auck. WHbpopmanus, noiaydyaemas o

TCJICKOMMYHHUKAIITUOHHBIM KaHaJIaM, MOOJDKHA IIPOBEPATCSA BO BpEMH,

Hin cCpaszy IMocJie

MOJIYUCHUA. KOHTpOJIL HUCXOSIIeH I/IH(I)OpMaI_[I/II/I HCO6XOI[I/IMO MMpOBOAUTL HEMOCPCACTBCHHO

nepe OTIPaBKOM (3aMKUChI0 HA CHEMHBIN HOCUTEH).

6.3. Buasl v nepruOAMYHOCTh AHTUBUPYCHBIX ITPOBEPOK MPECTABIECHBI B Tabnuie 1.
Tabnuma 1
No [Tepuognunoct
/o OOBEKT KOHTPOJIS Bun nposepku -
IPOBEPKU
1 JKecTkye MarHUTHEIE TUCKH pabounx | 110JIHAS NpoBepKa 1 pa3 B MecsI
cranuwmii u cepsepos MCII/IH bricTpoe ckanupoBaHue 1 pa3 B Hezeno
) CereBble XpaHWINIIA (CUCTEMBI Momtas o 1
XpaHeHus poBepKa pa3 B Mecsll
JTAHHBIX )
3 OnepatnBHas U CUCTEMHAs IaMSITh HonHas nposepka 1 pa3 B mecsig
CPEJICTB BBIUMCIUTEIbHON TEXHUKHU brictpoe crannposanne 1 pas B Hezenmo
[Ipu xaxnom
4 |CbeMHbIE MallIMHHBIE HOCUTENH ITosHas nmpoBepka TTOIKITFOUCHH
uHpopmManuu u
MuHNMaIbHO HEOOXOIUMOE
5 |Beb6-Tpadux Tpe6OB%HHe - [ocrostHHO
HACTpOIiKa aHTUBUPYCHOTO
CPEJICTBA [10 YMOJYAHUIO
@alidsibl, MOJTy4aeMble U TIepeaBacMble [Ipu xkaxxaom
6 |uepes cetn 06IIErO MONB30BAHUS U Honnas nposepka MIOJIy4E€HUU U
MEXTYHAPOJAHOTO WH(POPMAITIOHHOTO OTIIPaBKE
obMeHa
MuHUMaIbHO HE00X0TUMOE [Ipu xaxxnom
7 |IloutoBBIE COO6HICHI/I$I 3HeKTp0HHOI>'I Tpe6OBaHI/Ie - HaCTpOﬁKa MOJIYYEHUU U
1IO9TEI AHTUBHUPYCHOT'O CPEACTBA 10 OTIIpaBKe
YMOJTYAHUIO




7. Ilopsinox aeiicTBUii NpH 00HAPY’KEHNH BUPYCOB

7.1. OcHOBHBIMH TyTSIMH TpOHUKHOBeHHs BHpycoB B WCII[lH sBisiorcs: moOble
CbEMHbIE MAILIMHHbIE HOCUTENIN MH(OpMAILUK, 3JIEKTPOHHbBIE MTOYTOBBIE COOOLIEHUS, TpaduK,

MOJIy4aeMblii U3 ceTell OOIIero IMOJIb30BaHMSI U CETe MEeXAyHapOAHOro WH(GOPMAIMOHHOIO
oOMeHa, paHee 3apakeHHbIE paboune CTaHLIUU U CEPBEpA.

7.2. B cnyuae oOHapyXCHHsI BHUPYCOB IMPHU BXOJHOM KOHTPOJE CHEMHBIX MAIMHHBIX
Hocuteneil mHpopmanuu, (aiaoB WIM DJIEKTPOHHBIX MOYTOBBIX COOOIIEHHI, MOJIB30BATENb
JIOJIKEH:

— HEMEIJICHHO NMPHOCTAaHOBUTH BCe pabOTHI HAa CBOEH pabouell craHIuy;

— CcooO0muUTH OTBETCTBEHHOMY 3a obOecnieuenue 6e3onacHoctu [1JJn B UCII/H o daxTe
oOHapyXeHHs BUPYCa,;

— TIPUHSATH COTJIACOBAaHHBIE C OTBETCTBEHHBIM 3a oOecreueHue OezomacHoctu [1JIH B
HUCII[AH Mepsl 1O JIOKaNM3alMd W YOAJICHUID BHUPYCa C MCIOJb30BaHUEM
AHTUBHUPYCHBIX CPEJICTB.

7.3. Ilpu HEBO3MOXHOCTM  JIMKBUJALUUU  TOCJIEICTBUNH  BUPYCHOTO  3apakKCHMUs
OTBETCTBEHHOMY 3a obOecrnieuenne 6ezonacuoctu [1Jn B UCIT/In HeoOxoaumo:

— coo0muTe O QakTe OOHAPYKEHHS TMPOTPAMMHBIX BHPYCOB B OpPraHH3AIHUIO,
OCYLIECTBIISIOILYIO TEXHUYECKYIO MOAJNEPKKY  SKCIUTyaTaluu CpEelCTB
AHTUBUPYCHOU 3aIIUTHI HH(OPMALINH;

— 3aapXMBHpOBaTh  3apakeHHbIe (aiapl W HANpPaBUTh C  [PHIOKCHUEM
COOTBETCTBYIOILETO CONPOBOUTEIBHOTO JTOKyMEHTA B OpraHu3aIuIo,
OCYILIECTBIISOLLYIO TEXHUYECKYIO MOAJICPKKY JKCIUTyaTaluu CpenCTB
AHTUBHUPYCHOM 3aIIUTHI HH(POpMAIUH.

7.4. Tlpu nomydeHun MHGOPMAIIMU O BO3MOXXHOM HAPYIICHWH JTUOO BBISBICHUM (DaKTa
HapylieHuss TpeOoBaHMI Hactosimeid MHCTpykiuum pabota Ha pabodel CTaHIMU JAHHOTO
MOJIb30BaTeNsl HE3aMEAJTUTENBHO OJOKHpPYETCsS MO PElIeHHI0 OTBETCTBEHHOTO 3a oOecreyeHue
oe3onacuoctu [1JIn B UCIT/IH.

7.5. ®axTel MoaU(UKAIMK U pa3pyLICHUS JaHHBIX Ha cepBepax WM padOyuX CTaHIIMSIX,
3apakeHHe WX BHPYCAMH, a TaKKe OOHApY)KEHUE NPYTMX BPEAOHOCHBIX MPOTpamMM — BCE 3TO
OTHOCUTCSI K 3HAUYMMbIM HapylIeHHsAM Oe30macHOCTH WHQOpPMAIMK U JOJDKHBI  OBITH
MIPOaHATH3UPOBAHBI TOCPECTBOM MPOBEICHUS CIIY)KEOHOTO paccieI0OBaHUs.

7.6. CnyxebOHOe paccieqoBaHHEe TPOBOAUTCS KOMHCCHEH, Ha3HayaeMoW TMPUKA30M
HupektopaYupexaenus. B cocraB komuccun B 003aT€IbHOM MOPSAJIKE BKIIIOYAETCS
agmuauctpatop MCIIJIH, oTtBeTcTBeHHBIN 3a obecrneuenue OezomacHoctu [1Im B MCII/H,
HETIOCPEICTBEHHBIM PYKOBOJAUTENh PAOOTHUKA, MOMyCTHBIIETO (hakT Kommpometaruu. [lpu
HE0OXOJIMMOCTH B COCTaB KOMHUCCUU MOTYT BKJIIOUAThCS APyrue pabOTHUKH.

7.77. Pe3ynbrarhl paboThl KOMUCCHUU OGOPMIISIOTCS aKTOM. AKT MOJICKUT YTBEPKIACHUIO
JupekropayupexaeHusl.

7.8. B mporecce paboThl KOMUCCHH 00S3aTEIbHBIMHE ISl YCTAHOBIICHUS SIBIISIOTCSI:

— JlaTa ¥ BpeMs 3apakeHus (0OHapyKEHHs 3apaKeHus);

— ®UO, nomKHOCTh U MoApa3zciicHne paboTHHUKA, TEXHHYECKOE CPEJICTBO KOTOPOTO
3apayK€HO BUPYCHOU IIPOrpaMMOoii;

— YPOBEHb KPUTHYHOCTH 3aPAKEHUS;

— 00CTOATENHCTBA, CIOCOOCTBOBABIINE 3aPAKCHHUIO;

— uHGOPMAIMOHHBIE PECYPCHI, 3aTPOHYTHIE 3aPAKECHUEM;

— XapakTep U pa3Mep pearbHOro U MOTEHIINAIBLHOTO yiepoa.

7.9. B xone cBoeil paboTbl KOMUCCHS MOKET 3alpalinBaTh 00bICHUTEIbHBIC 3aITUCKH OT



pabOTHUKOB, IMOJ0O3PEBACMBIX B BHHOBHOCTH 3apakeHHUs (ITyTeM NHUCHBMEHHOIO 3ampoca uX
HEMOCPEICTBEHHBIM PyKOBOIUTENsIM ). OOBSICHATENbHAS 3alTUCKa JTOJDKHA OBITH MPEICTaBIeHAa KOMUCCHHU
B TeueHue 3 (Tpex) pabouux JHEH ¢ MOMEHTA MTOCTYILIEHUS 3ampoca. B ciryyae oTkasza nmpenocTaBuTh
OOBSICHUTEITIHLHYIO 3aIUCKY, TaHHBIN (DaKT OTpaxkaeTcsl B aKTe.

7.10. VHHUYTOXXEHHE MaTepUAJIOB paccieoBaHus (HDaKTOB 3apakCHUS OCYIICCTBIISICTCS B
COOTBETCTBHUH C YCTAHOBJICHHBIMU TPEOOBAHHSIMH 110 JICTIONPOU3BOICTBY M HOMEHKJIATYPOM JIedl.

8. OrtBercrBeHHOCTH

8.1. Tlomw3oBarennm m OTBeTcTBEeHHBIM 3a oOecrneueHue Oe3omacHoctu I1[In B MCIIIn
HECYT OTBETCTBEHHOCTh 3a HEHAJUIe)Kallee WCIOIHEHWEe WM HEHCIOIHEHHE CBOHUX
00s13aHHOCTEH, MPeIyCMOTPEHHbIX HacTosmed WMHcTpykuuei, B mpenenax, OMpeaeleHHbIX
JCHCTBYIONUM 3aKOHOIATENLCTBOM Poccmiickoit denepanuu. 3a HecoOI0aeHIE TPpeOOBaHMIA
3akoHomarenscTBa Poccuiickoit  ®enepauuu  IpenyCMOTpPEHAa TpakJaHCKas, YroOJIOBHAs,
aIMUHUCTPATUBHAA, TUCIIUTUTMHAPHAS] OTBETCTBEHHOCTb.

9. Cpoxk neiicTBUS U NOPS/AOK BHECEHUs] U3MeHeHMit

9.1. Hacrosamas NHCTpyKIUs BCTYIAET B CUITy C MOMEHTA €€ YTBEPKJICHUS U IEUCTBYET
OeccpouHo.

9.2. Hacrosmas MHCTpyKIus MOJICKUT NIEPECMOTPY HE PEXE OJHOTO pa3a B TPU roja.

9.3. H3MeHeHMs U JONOJHEHUs B HACTOSIYIO WHCTPYKUHIO BHOCSITCS NPUKA30M
Jupexropa YupexIeHus.
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HHCTPYKIMUA
10 OPraHU3aLMHU Pe3ePBUPOBAHUSA U BOCCTAHOBJIEHUS PA00TOCIIOCOOHOCTH TEXHMYECKUX
CpeICTB M MPOrPaMMHOI0 obecriedeHus1, 0a3 JTaHHBIX U CPEACTB 3aIIUTHI HH(pOpMAIIUU
B MHGOPMAIMOHHBIX CHCTEMAaX MEePCOHAIBHBIX JaHHBIX
MBOY Kokrebeabckas mkosaa um.U.U. bepe3nioka

1. TepMunbl u onpejeIeHUust

1.1. ABTOMaTu3upoBaHHOE paboyee MECTO — MPOrPaMMHO-TEXHHUYECKUH KOMILIEKC,
IIpeIHa3HAYEHHBIN JJ11 aBTOMATHU3alUH JEATEIbHOCTH ONIPEIEIIEHHOTIO BUAA.

1.2. UndopmanroHHas cuCTeMa NepCOHANBHBIX JAHHBIX — COBOKYITHOCTD COJIEPKAIIUXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U 00ECIICYNBAIONINX X 00pab0TKy MH(POPMAIIMOHHBIX
TE€XHOJIOTUN U TEXHUUYECKUX CPEACTB.

1.3. O6paboTka TEpPCOHANBHBIX JAHHBIX — JI000e JelcTBHE (omeparusi) WId
COBOKYIIHOCTb  J€MCTBHI  (omepamuii), COBEpIIAEMBIX C  HCIOJIb30BAaHUEM  CPENICTB
aBTOMATH3aIMY WU 0€3 MCIOJIB30BAHUS TAKHX CPENCTB C MEPCOHAIBHBIMU TAHHBIMH, BKIIIOYAs
cOop, 3aIuch, CUCTEMATU3ALIMIO, HAKOIIJICHWE, XpaHEeHUe, yToOUHeHne (0OHOBJIeHNE, U3MEHEHNUE),
U3BJICUEHHUE, MCIIOJIb30BaHME, Iepenady (pacnpocTpaHeHue, NpPeOoCTaBlIeHHE, JIOCTYII),
o0e3nMunBaHue, 0JOKUPOBAaHUE, yAIEHUE, YHUUTO)KEHUE TEPCOHANIBHBIX TaHHbIX.

1.4. KonpunenuuanbHoCTh UHGOpPMALUU — 0053aTeNIbHOE JUIsl BBIOJHEHUS JIUIIOM,
MOJYYMBIIUM JIOCTYN K OINpeAereHHOM HH(opMaiuy, TpeOoBaHME HE IepelaBaTh TaKylo
nH(pOpMaLIKIO TPETHUM JIHIaM 0e3 coriacus ee o0aanaTens.

1.5. [lepconanbHble AaHHble — J00as HMHQOpMaIUs, OTHOcALIAasCd K MPSIMO WIH
KOCBEHHO OIPEJEeIEHHOMY WJIH OIpe/ieieMoMy (U3NUYEeCKOMY JIMIY (CYOBEKTy MepCOHaIbHBIX
JTAHHBIX ).

1.6. Ilonp3oBaTennb MHPOPMAIIMOHHON CHUCTEMBI MEPCOHAIBHBIX JIAaHHBIX — pPAaOOTHUK,
OCYIIECTBISIONMI 00paOOTKYy MEpCOHAJIbHBIX JaHHBIX B HWH(POPMAIMOHHON cHCTEMeE
MEPCOHANBHBIX TaHHBIX.

1.7. CpenctBo aHTUBHUPYCHOW 3alllUThl — TMPOTPAMMHOE CPEACTBO, peaJu3yIolee
(GyHKIMN OOHApY)KEHUSI KOMITBIOTEPHBIX MPOrpamm JMO0 MHON KOMIBIOTEpHONH MH(OpMAaIuH,
npeJHa3sHAuYeHHBIX Ul HECAHKIIMOHMPOBAHHOTO YHUYTOXKEHUS, OJOKMpPOBaHUS, MOAU(DUKALINY,
KOIMPOBAHUS  KOMIIBIOTEpPHOW  HMH(OpPMalMM WIM  HEUTpajdu3alMd  CPEJICTB  3allUThI
uH(pOpMaInY, a TAaK)Ke pearupoBaHusl Ha OOHApYKEHUE STUX MPOTrpaMM U MH(OpMaIUH.

1.8. CpenctBo 3aumThl HMHOpMaMM — MpPOrpaMMHOE oOOecredeHne, MpPOrpaMMHO-
anmapaTtHoe  oOecreyeHue, anmapaTHoe  oOecmedyeHue, BEIIeCTBO WM MaTepuall,
MpeHa3HauYeHHbIE WIN UCIOJIb3YeMbIE I 3alUThl HH(OPMAaLIUH.

2.  O0wme moJIoKeHus

2.1. Hacrosamas HWHcTpykups IO OpraHU3alldd PE3EpBUPOBAHUS W BOCCTAHOBJICHUS
paboTOCITOCOOHOCTH TEXHHMYECKUX CPEJCTB W IPOrpaMMHOrO oOecrieueHus, 0a3 JaHHBIX W
CpencTB 3amuThl HHpOpMaIu B MHPOPMAITMOHHBIX CHCTEMaX MEPCOHANBHBIX AaHHBIX MBOY
Kokrebenbckas mkoma uM.M.W. bepesntoka (mamee — MHCTpyKIMs) yCTaHABIMBAET OCHOBHBIE
TpeOOBaHUS K OpraHU3alUU PE3EPBHOTO KOMMPOBAHUS (BOCCTAHOBIICHHS) IIPOTPaMM H JaHHBIX,
XpaHAmmxcs B 0a3ax MaHHBIX WH(GOPMAIMOHHBIX CHCTEM IEPCOHANBHBIX JAaHHBIX (Janee —
NCIIAn) MBOY Kokre6enbckas mkona uM. V.M. bepesHtoka (nanee — YupexaeHue), a Takxke K
PE3epBUPOBAHUIO AMIAPATHBIX CPENICTB.



2.2.

2.3.

Hacrosimas MuacTpyKius pazpaboTana C embio:

OTIpeJIeNIeHUs] KaTeropuu MHQPOpPMALUK, MOAJISKAIIeH 0043aTeIbHOMY PE3epPBHOMY
KOIIMPOBAHUIO;

ONpeAeNeHUsT  MPOLEAYypPbl  PE3EPBUPOBaHUSA  JAHHBIX Ul IHOCIEAYIOLIETO
BoccTaHoBjIeHUsT paboTocniocooHocTr MCII/IH npu moJiHON MM 4acTUYHON TOTepe
uH(pOpPMaLKK, BBI3BAHHOW COOSIMU WJIM OTKa3aMH allapaTHOTO WM MPOTrPaMMHOTO
oOecrieyeHns, OIIMOKAMH TIOJb30BATENICH, YPE3BbIYANHBIME OOCTOSTENHCTBAMU
(mo>xapom, CTUXUHHBIMU O€ACTBUSMH H T.1.);

OTIpeJIeJICHUs] TOPSAJKAa BOCCTAHOBIICHHS WH(GOpPMAIMKA B CIy4ae BO3HHKHOBEHUS
TaKoi He0OX0AUMOCTH;

yHOpPSIOUeHHUsT pabOThl M ONpPEJENIEHUs] OTBETCTBEHHOCTH JIOJDKHOCTHBIX JIMIL,
CBSI3aHHOU C PE3EPBHBIM KOMUPOBAHUEM M BOCCTaHOBIIEHHEM WH(POPMAIINH.
JenctBue Hactosmed HMHCTPYKIIMM pacnpoCTpaHsAeTCss Ha BCEX II0JIb30BATENIEH

NCI A YupexneHus, a TaKkke Ha OCHOBHBIE CUCTEMbI 00ECTICYCHHUsI HEMTPEPHIBHOCTH PAOOTHI U

BOCCTAaHOBJICHUS PECYPCOB IIPY BO3ZHUKHOBEHUH aBAPUMHBIX CUTYALlUil, B TOM YUCJIE:

24.

CHCTEMBI JKN3HE00ECIICUCHUS TEXHUYCCKHUX CpCACTB,

CHCTEMBI 00€eCTIeUeHU OTKHSOYCTOP'I‘{HBOCTH;

CHUCTCMBI PC3CPBHOI'O KOIIMPOBAHUS U XPAHCHUA TAHHDBIX

Ilon PE3CPBHBIM KOIIMPOBAHHUECM HH(bOpMaLIHH IIOHUMACTCA CO34aHHUC HM30BITOYHBIX

KOIHUM 3amnmaeM0171 I/IH(bOpMaI_[I/II/I B OJJICKTPOHHOM BHIC JIA 6BICTpOl"O BOCCTaHOBJICHU A

pabortocnocobHoctr UCII/IH B ciyyae BO3HMKHOBEHHS aBapUilHOW CUTyalluu, TMOBJEKIIEH 3a

co00i1 MOBpEXIEHUE WU YTPATY JTaHHBIX.

2.5.

KaTeropHii:

2.6.

PGSCpBHOMy KOIIMPOBAHUIO  IMOJJICKHUT I/IH(I)OpMaLII/ISI CJICAYIOMUX OCHOBHBIX

unpopmanus, obpadbareiBaemast nmoip3zoBatensmu B UCIIJIH, a Taxke nndopmanms,
HeoOxonuMmasi sl BoccTaHOBJeHus: paborocnocodHoctn MCII/IH, B T.4. cucrem
ynpasieHus 6a3zamu AaHHbIX (Hanee — CYB/l) obuero mosib30BaHus U CIIPABOYHO-
MH(POPMALIMOHHBIX CUCTEM OOLIET0 NCIOIb30BAHNUS;

paboune KOMUU YCTAHOBOYHBIX KOMIIOHEHTOB MPOTrPaMMHOI0 oOecredeHus oO0IIero
Ha3HAYEHUs M CIEUUATU3UPOBAHHOIO MPOTPAaMMHOIO OOECIEeUYEeHUs] CEepBEpPOB U
pabouux CTaHIIHII;

nHpopmanusg, HeoOXoAaumasi JUisi BOCCTAaHOBJIEHHUS CHCTEM YIpaBlieHHUs Oa3zaMu
nanubix WCIIIH, nOKaJbHOW BBIUMCIUTEIBHOM CETH, CHUCTEMBI SJIEKTPOHHOTO
JIOKYMEHTO000POTa;

peructpanroHHas HHGpOpMaIHs CUCTEM 3alIUThl HH(OpMAIHH;

npyras uHpopmanus MCII[H, mo MHEHMIO MOJb30BaTeNed, aJAMHHUCTPATOPOB
NCTI/In 1 oTBeTCTBEHHOTrO 3a obecreueHrne 0e30MacHOCTH MEPCOHAIBHBIX JTaHHBIX
(manee — I1Jn) B WCII/[IH, sBnstomasics KpUTUYHOW n71si pabOTOCIOCOOHOCTH
NUCIH.

Hacrosimas MuCcTpyKums sBisieTCsl JOMOJHEHUEM K ACHCTBYIOIIUM JIOKAJIbHBIM

HOPMATHBHBIM aKkTaM (BHYTPEHHHM JIOKYMEHTaM) IO BOMpPOcaM oOOecredeHus: 0e30MacHOCTH

CBEIECHUU

KOH(QUICHIIMAIBFHOTO XapakTepa, B ToM uucie u I[I/lH, m He uHCKIIOYaeT

00513aTEeNILHOTO BBIMOJIHEHUS UX TPeOOBAHUH.



3. OOmme TpeOOBAHHA K pe3epPBHOMY KONIMPOBAHUIO

3.1. B HHCcTpyKuMH pe3epBHOIO KOMMPOBAHMS ONMKMCHIBAIOTCS JACHCTBHS P BHIOJIHEHUN
CIIEYIOIIUX MEPONPUATHH:
—  Ppe3epBHOE KOMHMPOBAHHE C yKa3aHHMEM KOHKPETHBIX PE3epBUPYEMBIX TaHHBIX U
armapaTHBIX CPEJICTB (B cllydae HEOOXOIUMOCTH);
—  KOHTPOIIb PE3epPBHOTO KOIUPOBAHUS;
—  XPpaHEHME PE3EPBHBIX KOIUI;

- IIOJIHOC MJIIKM YaCTUYHOC BOCCTAHOBJICHUC JJaHHBIX.

4. OTBETCTBEHHOCTD 32 COCTOSTHHE PE€3€PBHOI0 KOIMUPOBAHUSA

4.1. OTBETCTBEHHOCTb 32 KOHTPOJb HaJl CBOEBPEMEHHBIM OCYLIECTBICHUEM PE3EPBHOTO
KOIMPOBAaHUSA M COOJIOJIGHHEM COOTBETCTBYIOLIeH MHCTpyKIMu, a Takke 3a BBINOJIHEHHEM
TpeOOBaHUI IO XPAHEHHUIO PE3EPBHBIX KOMUN U MPEIOTBPALICHUI0 HECAHKIIMOHUPOBAHHOTO
JIOCTyTa K HUM BO3JIaracTcsl Ha OTBETCTBEHHOrO 3a obecneyenue 6e3omnacHoctu [1/{n 8 UCIIIn
u agmuHuctpatopoB UCIT/IH.

4.2. B cnydae oOHapy>KeHHUS TOMBITOK HECAHKIMOHUPOBAHHOTO JOCTyNa K HOCHUTEISAM
pe3epBHO wH(DOpMAnUKM, a TaKKe HHBIX HApYIICHUSIX HWHPOPMALMOHHON Oe30macHOCTH,
MPOU3OMIEAINX B IMPOIECCe PE3EPBHOTO KOMUPOBAHMS, COOOIIACTCS OTBETCTBEHHOMY 3a
obecrieuenne OezomacHoctu [1/ln B MCII[lH B Tedenue paboyero AHS MOCIE OOHAPYKEHHS
YKa3aHHOTO COOBITHSI.

S. Ilepuoanm4yHOCTH pe3epBHOI0 KONMPOBAHUSA

5.1. PesepBHOE KONUPOBaHUE CIEHUATM3UPOBAHHOTO MPOrpPaMMHOr0 00OecredyeHus
IPOU3BOUTCS TPU €ro IMOJyYeHUH (€Cid 3TO MPEeAyCMOTPEHO MHCTPYKIMEeH 1o ero
NPUMEHEHUIO W HE MPOTHBOPEUYHUT YCJIOBUSAM €ro paclpoCTpaHEHHs), a TaKkkKe IpU €ro
OOHOBJICHUH U MOJIyY€HUH UCTIPABICHHBIX 1 OOHOBJICHHBIX BEPCUH.

5.2. HWudopmanms, comepkamascs B IOCTOSHHO HM3MEHSIEMBbIX 0a3ax JaHHBIX,
COXpaHsSeTCs B COOTBETCTBUH CO CIETYIOLIUM IrpaduKoM:

—  ©XKEJHEBHO IMPOBOAUTCS KOIMMPOBAHWE M3MEHEHHOW M JIOMOJHEHHOW HH(OpMAaIUu
(HocHTeNH ¢ exXeTHeBHOW HHpOpMaLneil TOJKHBI XpaHUThCS B TEUCHHUE HENIENHN);

—  ©XKEHEJEJIbHO MPOBOJIUTCS pe3epBHOE KOMMUPOBaHKUE Beel 0a3bl JaHHBIX (HOCUTEIH C
eXKeHe/IeIbHBIMHU KOMUSAMH XPaHATCS B TEUCHHE MECSIIA);

—  ©XKEMECAYHO NMPOM3BOAUTCS PE3EPBHOE KONMMPOBAHHE Ha CIELMAIBHO BBIJIEICHHBIN
HOCHUTEIb JJIUTEIBHOT0 XpaHeH!sl, HH(POopMalus Ha KOTOPOM XPaHUTCS IIOCTOSHHO.

5.3.He PCKE OAHOTO pa3a B o[l Ha HOCUTCIIN JJIUTCIIBHOI'O XPAHCHUS 3aIlIMChIBACTCA
I/IH(bOpMaI_II/ISI, HC OTHOCAIIAACA K IOCTOAHHO U3MCHACMbBIM 0azam JaHHBIX (HpI/IKaBLI,

pacrnopsiKeHUsl, OTKPITbIE U3AaHUS U T.1.)

6. Boccranosiienune uHgopmanuu U3 pe3epBHBIX KOMUI

6.1. B cinyuae HE0OXOAMMOCTH, BOCCTaHOBJCHHWE [aHHBIX W3 PE3EPBHBIX KOMHUM
MPOU3BOAUTCA OTBCTCTBCHHBIMU p360THI/IKaMI/I.

6.2. BoccraHoBineHME [JaHHBIX W3 pE3EPBHBIX KOMMHM IPOUCXOOUT B CiIydae e€e
HCUYC3HOBCHUSA WJIKM HApPyHMICHHUA BCJICACTBUC HCCAHKIIMOHHWPOBAHHOTO HOOCTYIAa B CUCTCMY,
BO3JICUCTBHS BUPYCOB, MTPOTPAMMHBIX OITHOOK, OITMOOK paOOTHUKOB U anmapaTHbIX COOEB.



6.3. BoccraHoBieHHE CHCTEMHOrO0 MPOTPAMMHOTO OO0ECIEYeHUsT WU TMPOTrPaAMMHOTO
obecrieyeHnss OOLIEr0 Ha3HA4YEeHUs MPOU3BOAUTCS C HMX HOCUTEIEH B COOTBETCTBHU C
MHCTPYKLUSAMU IPOU3BOIUTEINS.

6.4. BoccranoBneHue CHELMATU3UPOBAHHOIO IPOrPaMMHOT0 obecrieyeHus
IIPOU3BOUTCS C JUCTPUOYTUBHBIX HOCHUTENEH WM UX PE3EPBHBIX KOMMHA B COOTBETCTBUHU C
MHCTPYKIMSAMH 110 YCTAHOBKE WJIM BOCCTAHOBJICHHUIO JAHHOTO MTPOrPAMMHOT0 00ecrieueHHs.

6.5. BoccraHoBieHune MH(pOpMaIMK, HE OTHOCSILEHCS K MOCTOSIHHO U3MEHsAEMbIM 0azaM
TAHHBIX, MPOU3BOAMUTCS C PE3EPBHBIX HOCHTENEW. IIpu 3TOM MCHONB3yeTCsl MOCHEAHsAS KOMHS
MH(POPMAIHH.

6.6. Ilpm 4dYacTUYHOM HapyIIEHWH WJIM HWCYE3HOBEHMM 3amuceil 0a3  JaHHBIX
BOCCTAQHOBJICHUE IIPOU3BOAUTCS C IIOCJIECIHEH HEHAPYLICHHOW €KeIHEBHOW Komuu. 110HOCTBIO
uHboOpMalMsg BOCCTAHABIMBACTCS C IIOCIEIHEH eXEeHEIeNbHOW KOMMM, KOTOpas 3aTeM
JIONOJTHSACTCS ©KEIHEBHBIMU YaCTUYHBIMU PE3EPBHBIMU KOIUSMHU.

7. CpOK JeHCTBHUA U MOPAAOK BHECCHUS H3MeHeHu

7.1.  Hacrosimas MHCTpyKLMs BCTyNAaeT B CUILy C MOMEHTA €€ YTBEPKACHUS U ICUCTBYET
OeccpouHo.

7.2. Hacrosmas MHCTpyKIus NOAJICKUT IEPECMOTPY HE PEXE OAHOTO pas3a B TPU roja.

7.3. H3MmeHeHMs W JOMNOJHEHHsS B HACTOSAIYH) MHCTPYKLMIO BHOCSTCS IPHKa30M
Jupekropa YupexaeHus.
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HOPAJOK
o0pameHus O CbeMHbIMH MAIIMHHBIMHM HOCUTEISIMU NIEPCOHAJBHBIX TaHHBIX
B MBOY Kokrebenbckas mkosa um.U.U. bepe3nioka

1. TepMHHbI U onpeaeJaeHus

NudopmannonHas cuctemMa MepcoHaIbHBIX JAHHBIX — COBOKYITHOCTH COJIEPKAIMXCS B
0a3ax JaHHBIX MEPCOHANBHBIX JAHHBIX U OOECHEUMBAIONIUX HUX 00pabOTKY MH(POPMAIIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPE/ICTB;

CpeMHBII MalIMHHBIA HOCUTENb [EPCOHANbHBIX JAHHBIX — CMEHHBIH HOCHUTEIh
MEPCOHANIBHBIX JIAHHBIX, TPEIHA3HAYCHHBIN ISl 3alIUCH U CUYUTHIBAHUS MIEPCOHATBHBIX JaHHBIX,
MIPEACTABICHHBIX B CTAHAAPTHHIX KOIAX;

O06paboTka NepcoHANbHBIX JAHHBIX — JIF000E JIelcTBUE (Oomeparus) Uil COBOKYITHOCTb
JeicTBUil (omepanuii), COBEpIIAEMbIX C HCIOJIb30BAaHHEM CpPEICTB aBTOMATH3allMU WK 0e3
WCIIOJIb30BAHUS TaKUX CPEICTB C TMEPCOHAIbHBIMU JIaHHBIMH, BKIOYas cOoOp, 3amuch,
CHUCTEMaTHU3aINI0, HAKOIUICHUE, XpaHeHue, yTouHeHrne (0OHOBIICHHE, U3MEHEHUE), U3BJICUCHHE,
WCTOJB30BaHUE, Tepenady (pacrnpocTpaHeHHe, NpPeAOCTaBlIeHHE, IOCTYI), 00e3TUYHMBaHUE,
OJIOKMpOBaHUE, YIAICHNUE, YHUITOXKCHHUE MTEPCOHATBHBIX JTAHHBIX;

[TepconanbHble JaHHBIC — JTI00ass HH(DOPMAIHS, OTHOCSAIIASCS K MPSIMO MM KOCBEHHO
OTIpEeJICIIEHHOMY WJIH OTIpeiesieMOMY (U3NIECKOMY JIMIY (CYOBEKTY MepCOHATBHBIX JTaHHBIX );

CpenctBo 3amuThl WHGOpMAlMU — TporpaMMHOE OOecredeHue, MpPOorpaMMHO-
anmapaTHoe  oOecriedeHue, amnmapaTtHoe  oOecredeHwe, BEMIECTBO WJIM  MaTepuad,
MpeHa3HauYe€HHOE WIIM UCTIONIb3YEMOE IS 3allUThl HH(OPMAIIHH.

2. OO0Ouue moJ10KeHus

2.1. Hacrosumii Ilopsnok oOpaiieHuss €O Ch€MHBIMM MAIUIMHHBIMU HOCHUTEISIMU
nepcoHasibHBIX JaHHBIX B MBOY Koktebenbckas mkoma um.M.M. bepesnioka (manee —
[Topsimok), pa3paboTaH B COOTBETCTBHHM C 3aKoHoAaTelnbcTBOM Poccuiickoir denepamuu o
NEepCOHANBHBIX JaHHBIX (nasee — IIJ[H) W HOPMaTHMBHO-METOAMYECKUMH JTOKYMEHTaMHU
¢benepanbHBIX OPraHOB HUCIOJHUTENIBHOW BIacTH MO BompocaMm Oe3zomacHoctH [I/IH mpu ux
00paboTke B MHPOPMAITMOHHBIX CUCTEMaX MepCOHaNbHBIX NaHHbIX (nanee — UCIIAn).

2.2. Hacrosmutii [Topsaok onpenenser:

—  IpaBuJia 0OpallieHus CO CheMHBIMH MAIIMHHBIMUA HOCUTENSIMU UH(OpMAIHH, B TOM
gucne u [1/1n (nanee — CMHIN);

—  mopsaok oprann3anuu yueta CMHU;

— mnopsaok yauutoxxenus CMHU.

23. Tlom CMHHM B mwHactosimem Ilopsiake MOHMMAIOTCS —CHENYIOIIAE HOCUTEIN

uH(bOopMaI1u:
— ontuyeckue gucku (CD, DVD) ogqHOKpaTHOM 1 MHOTOKPATHOM 3aIlncH;
—  JIEKTPOHHBIE HAKONHUTEIN UHPOpMALUH ((DIAI-TaMATh, CbEMHBIE )KECTKHE JIUCKN);
—  HHBIE HOCUTEIN HHPOPMALHH.

2.4. TpeboBanus Hacrosimiero Ilopsiaka SBISIOTCS 00S3aTENbHBIMUA JUJIST MCIIOJTHCHHS
Bcemn paborHukamu MBOY KokreGenbckas 1mkona uM.J.W. bepesnioka (namee —
VYupexaenue), UCIoNb3YIOIMME B cBoel padbore CMHMU.



2.5. Bce pabotHuku Yupexaenus, ucnonb3ytonme CMHU, nomxHbl OBITH 03HAKOMIICHBI
¢ TpeboBaHUAMHU HacToAUM [lopsaKoM 1Mo MoAnuck.

2.6. Hacrosmuii Ilopsagok sBiAsSeTCSs JOMOJHEHUEM K JEHCTBYIOIIUM JIOKAJIbHBIM
HOPMATUBHBIM aKTaM (BHYTPEHHUM JIOKYMEHTaM) IO BOIpocaM oOecreueHus: 0e30MacHOCTH
CBeJICHWI KOH(MUICHIMATLHOTO XapakTepa, B ToM umcine u [IJ[H, u He WuCKIIOYaer
00513aTEeNIbHOTO BBITMOJIHEHUS UX TPEOOBAHUH.

3. IlpaBuja o0pamieHusi O CbeMHbIMU MAIIMHHBIMM HOCHTEJISIMH NEPCOHATbHBIX
JAHHBIX

3.1. Oo6pamenne co CMHUM nomKHO OCYIIECTBISETCS TaKUM OOpa3oM, YTOOBI
UCKJIIOYAJIUCh UX YTpaTa, 10pYa U HECAHKIIMOHUPOBAHHBIN TOCTYI K HUM IIOCTOPOHHHUX JIULL.
3.2. Ilpu o6pamennn co CMHU, BBITONHAIOTCS CIEIyIOIINE OCHOBHBIE ITPaBUIa:

— CMHM yuuThIBalOTCS M BBIIAIOTCS MO/ TIOJIITUCH;

— CMHH, cpok s3KCrulyaTallud KOTOPBIX MCTEK, YHUYTOXXKAIOTCS B YCTaHOBJIEHHOM
HIOPSIJIKE;

— gna BeiHoca CMHMUM 3a mpenensl KOHTPOJIUPYEMOW 30HBI, 3alpalivBaeTcs
crielMaibHOE pa3pellieHue y OTBETCTBEHHOIO 3a obecnieuenue 6esonacHocty [1/1H B
NCIIH (nanee — OTBeTCTBEHHBIN), a PaKT BEIHOCA (PUKCHPYETCS,;

— mnpaso Ha nepemenienne CMHMU 3a npeznenbl KOHTPOJIIMPYEMOI 30HBI, UMEIOT TOJIBKO
T€ JIMIA, KOTOPBIM OHO HEOOXOJAMMO JJsi BBIIOJHEHHUS CBOMX JIOJDKHOCTHBIX
o0s3anHOCTEH (PyHKIMN);

— Bce CMHUM nomxHbl XpaHuTcss B ceilidpax (MeTaJuIMuecKux  IIKadax),
000pYyIOBaHHBIX BHYTPEHHUMHU 3aMKaMH € JBYMs WM Oojee AyOauKaTamMy Kiroued
U TPUCIIOCOOJIEHHBIMM JUIsl ONEYaThIBAHUS 3aMOYHBIX CKBAKMH WM KOJOBBIMHU
3aMKaMU;

— nonyckaerca xpaneHne CMHUM BHe ceiigoB (Meramnumyeckux MmKadoB) mpu
ycnoBuAX — yHMuTOkeHus (ctupanusi) IIJlH u  ocratouHoit  uHpopmanuu
(uH(pOpMaIMM, KOTOPYI0 MOKHO BOCCTAaHOBHMTH IIOCIE YAAJICHHUS C IOMOIIBIO
HEIITaTHBIX CPEJICTB U METOJIOB) C MCIOJIb30BAHUEM CPEJCTB CTHPAHMs JAHHBIX U
OCTaTOYHON HHpOpMaIMK, JTUOO €CIM Ha CheMHOM MamuHHOM Hocutene [1/1x
xpanarca Tonbko II/lH B 3ammdpoBaHHOM BHIE C HCIOJB30BAHUEM CPEICTB
KpunTorpaduueckoil 3amuThl UHGOpPMALIUH.

3.3. CMHMU nomxeH ucnonp30BaThCs, HE 0oJiee CpoKa IKCIUTyaTallMH, YCTAaHOBJIEHHOTO
M3rOTOBUTENIEM MaTEPUAILHOTO HOCUTEIIS.

4. HOpﬂI[OK YHAITOKCHUA CHbEMHBIX MAIIMHHBIX HOCHTeJIel MNEPCOHATBHBIX JAHHBIX

4.1. Yuwnuroxenue [1J[H npou3BOIUTCS TOTBKO B CICAYIOIIMX CIy4dasx:

— oOpabateiBaembie [IJ[H moIekaT YHUYTOKEHUIO JHOO O00E3MUYMBAHHUIO TIO
JOCTHKEHUHM 1iefiel 0o0paboTKM WM B cily4yae yTpaTbl HEOoOXOJUMOCTH B
JTOCTHIKEHUH ITUX LIeJIeH, eCIM NHOE HE TIPEyCMOTPEHO deepaTbHbBIM 3aKOHOM;

— IIJIH ABNAIOTCS HE3aKOHHO MOJIYYEHHBIMHU WM HE SIBISIIOTCS HEOOXOIMMBIMHU IS
3asIBJICHHOM 1€ 00pabOTKU;

— B Ciy4yae BBIABJICHHS HempaBoMepHOW o0padotku II/IH, ecaum obecnednTh
paBoMepHOCTh 00paboTku [1/IH HEBO3MOXKHO;

— B Ciy4ae JoCTKeHus nenu oopadorku [1]1H;

— B ciyuae or3biBa cyobekToMm II/IH cormacus Ha oOpabotky ero IIJIn u B ciyuae,
eciu coxpanenue [1/1a 6onee He Tpedyercs s nieneit oopadorku [1]1H.

4.2. CMHMH, npumenmmre B HErOJHOCTh WM OTCIYKUBIIWE YCTAHOBJIIEHHBIN CpOK,



MOJIEKAT YHUUTOXKECHHUIO.

4.3. VYuumuroxkenme CMHUM  ocyiiecTBisieTcss  KOMHCCHEM MO  YHUYTOXKEHUIO,
Ha3HAYCHHOU npukazom Jupekropa YupexaeHusl.

4.4. Tlpu yanuroxxennu CMHU HeoOxoaumo:

— yOeautbes B HeoOXxoauMoctu yHuutoxernns CMHU;

— y0enutbcs B TOM, YTO YHHUYTOXAIOTCS TOJILKO Ta HH(pOpMAIMsa, KOTopas
npeJHa3HayeHa JUisl YHUUYTOXKEHHUS,

— yamutoxute CMHU mnoaxonmsumm cnocoOoM, B COOTBETCTBUM C HACTOSLINM
[TopsiakoM uau cnocoOOM, YKa3aHHBIM B COOTBETCTBYIOIIEM TpPEOOBAaHMHM WU
pacnopsIUTEIbHOM JOKYMEHTE.

4.5. Tlpu yanuroxennu CMHU npuMeHSI0TCS CIASAYIOIINE CITIOCOOBI:

— U3MeNbUeHUE JOKYMEHTOB, UCTIOJHEHHBIX Ha OyMmare;

—  (usnueckoe ynnuroxxkenue yacreit CMHMU — pazpymenne wim cuipHast nedopmanus

—  us HOcHWTeded WH(POpPMAlMM Ha JKECTKOM MAarHMUTHOM JWCKE (YHHUYTOXXECHHUIO
MOJJIe)KaT BHYTPEHHUE NOUCKH U MuKpocxeMmsl); SSD-nuckax, USB- u Flash-
HOCUTENSX (YHUYTOXKCHHIO TOAJICKAT MOJIYIM M MHUKPOCXEMBI JOJITOBPEMEHHOMN
HamsITH);

—  CTHUpaHHUE C MOMOIIBIO CePTHUPHUIIMPOBAHHBIX CPEACTB YHUUTOKEHUS MHPOPMAIIUU —
JUTSE 3amKcei B 0a3ax TaHHBIX M OTAEIBHBIX JOKYMEHTOB Ha MAIIMHHOM HOCHUTEIIE.

4.6. Ilo pesynpraram yHuuroxkennas CMHU komuccuenn cocraBisgercs  «AKT
YHUUYTOKEHUS CHhEMHBIX MAIIMHHBIX HOCHUTENIEH IEepPCOHAIbHBIX IaHHBIX», (opmMa KOTOPOIro
ycraHoBieHa B [Ipunoxenun 2 k HacToswemy [Hopsaky.

5. OTBeTCTBEHHOCTH

5.1. OtBercTBEeHHBIM 3a XpaHeHHe, yueT U Bbigauy CMHU, aBnsercs OTBETCTBEHHBII.

5.2. Bce pabGotHuku Yupexnenus, ucnoasdytoniie CMHUW u OtBercTBEeHHBI HeECyT
OTBETCTBEHHOCTb 3a HEHAJJIEKalllee MCIOJHEHHE WM HEHUCIOJHEHHE CBOMX OOS3aHHOCTEH,
MpelyCMOTPEHHbIX HacTosiuM [lopsakom, B Tmpenenax, OINpPENETIeHHbIX JEHCTBYIOIIUM
3aKOHOJIaTEIILCTBOM Poccuiickoi denepanuu. 3a HecoOJIoieHne TpeOoBaHUI
3aKkoHozarenscTBa Poccuiickoii ®enepanuu  NpeaycMOTpeHa TpaKIaHCKas, YroJOBHas,
aZIMMHHCTpaTUBHAsl, TUCLIUIUINHAPHASI OTBETCTBEHHOCTb.

6. Cpok nelicTBUS U NOPSIAOK BHECEHUs] H3MEeHEHMIt

6.1. Hacrosumii [Topsaok BCTynaeT B CUIIy ¢ MOMEHTa €r0 yYTBEP)KJIEHUS U JIEHCTBYET
0eccpodHO.

6.2. Hacrosaumii [lopsaok noanexut nepecMoTpy He pe’ke OAHOIO pa3a B TpH roJa.

6.3. M3MmeHeHus u nonoaHeHUs B HacTtosmui [lopanok BHOcATCA puka3zoM JupekTopa
Yupexnenus.



DPOPMA

ITpunoxenuel

K IIOPSAKY OOpallleHusi CO CbeMHBIMU
MAaIIMHHBIMU HOCUTEIISIMU
NEPCOHAIbHBIX JAHHBIX

KypHan yyera cbeMHBIX MAIIMHHBIX HOCHTEJIEH MePCOHATBHBIX TaHHBIX
B MBOY Kokrebenbckas mkosna um.U.U. bepe3nioka

No Homep Pacniucka B nosyuenumn [Moanuck Jata u
o/ Twun (CepHﬁHBI dUO HaTa HOHHI/ICB OTBETCTBEHH Mecto XPaHCHUSA HpI/IMeanI/Ie HOMED
g | HocHTem i/ oro aKTa
HHBeHTapHBIfI JIMIa YHUYTOXKCHHU
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OO0 yHHUYTOKEHUU ChEMHBIX MAITHHHBIX
HOCHTEJICH MePCOHATBHBIX TAHHBIX

Komuccud B cocrase:
[Ipencenarens:

[Tpunoxenue 2

K MOPSIIKY OOpaIeHusi CO CheMHBIMHU
MaIllMHHBIMHA HOCHUTEIISIMU
MEePCOHANIbHBIX TaHHBIX B MBOY
Koxktebenbckas mkoia um. M. 1.

bepesnioka
OPOPMA

AKT

YjieHbI KOMUCCHHU:

1.

2.

3.

COCTaBHIIN HaCTOSIH_[I/Iﬁ dKT O TOM, 4YTO B pPE3YJIbTATC HpOBeHeHHOﬁ BKCHepTHOﬁ OIICHKHU
MOAJICKAT YHUYTOKCHHUIO CICAYIOINE CbEMHBIC MAIIMHHBIC HOCUTEIN IICPCOHAJIBHBIX JAHHBIX:

Jlata okoHYaHMS Cpoka 00pabOTKH

Y4eTHbI HOMEpP CbEMHOTO

Ne
3a()MKCUPOBAHHBIX HA HOCUTETIE HOCHUTEIA WM HANMEHOBAHHE IIpnmeyanue
- IIEPCOHAIBHBIX TaHHBIX TEXHUYECKOI'O CPEACTBA, HA
KOTOPOM YHHUYTOKAIOTCs (haifib
1 2 4

Bcero cbeMHBIX HOCUTETIENR

Hepqu/ICJ'ICHHBIe CbCMHBIC HOCUTCIIN YHUUTOXKCHBI ITYTCM

(unpamu ¥ IPONHUCHIO)

(MEXaHMYECKOI0 YHUUYTOXKEHUS, CAKUTAHUS, pa3pe3anus, 1ehOpMUPOBAHUS U T.I1.)

IIpencenarens:

YneHsl KOMUCCHU:




